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STOT JOKYMEHT BXOAMUT B KOMMEKT NocTaBku NpoaykTa ViPNet, n Ha Hero pacnpocTpaHatoTCs BCe YCAOBUS NULLEH3UOHHOTO
cornalleHus.

Hwu ogHa 13 YacTel 3TOro fokyMeHTa He MOXeT ObiTb BOCNPOM3BeaeHa, onybMKoBaHa, COXpaHeHa B 3N1eKTPOHHOM 6a3e AaHHbIX
AN nepesaHa B 1t060M popme nam NHobbIMY CPEACTBAMU, TAKUMM Kak INEKTPOHHbIE, MeXaHWUeckune, 3anucbiBatoLLe an nHave,
ans nrobon uenv 6e3 npeaBapuTENbHOMO NUCbMeHHoro paspelenuns AO «HboTeKC».

ViPNet® sBnsetcs 3apernctprpoBaHHbiM TOBapHbIM 3HakoM AO «HGoTeKC».

Bce Ha3BaHWs KOMMaHW 1 NPOAYKTOB, KOTOPbIE ABNAIOTCA TOBAPHbIMW 3HakKaMun U 3aperncTpupoBaHHbIMU TOBapPHbIMU 3HaKaMy,
nprHagnexat COOTBETCTBYHOLWMM BaajebLaM.

Bce ycnosus akcnayatauum n orpaHmnyeHuns Ha ucnosnbsosaHue ViPNet PKI Client Linux npusegeHb! B [MpaBunax nosb3oBaHus,
JINLEH3MOHHOM COrnalleHnn ¢ KOHeYHbIM NoNb3oBaTeNeM AMBO B APYrow 3KCnayaTaLMOHHOW AOKYMEHTaLMW, CONPOBOXAatoLLeln
ViPNet PKI Client Linux.

AO «NHPoTeKC»

125167, r. MockBa, BH. TEp. I. MyHULMMA/bHbIA OKPYr XOPOLIEBCKUI, yA. BUKTOopeHko, 4. 9, cTp. 1, nomeLy, 47
TenedoH: +7 (495) 737-6192, 8 (800) 250-0260 — 6ecnnaTtHbIN 3BOHOK M3 Poccmm (kpome MockBbI)

Cant: infotecs.ru

Cnyxb6a noagepxku: hotline@infotecs.ru
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O AokymeHTe

JOKyMEHT onunCbIBaEeT YCTaHOBKY, HAaCTPOMKY W MCMNO/b30BaHWe NPOrpamMMHOro Komraekca ViPNet® PK|
Client Linux (ganee — ViPNet PKI Client).

[ okyMeHT npesHa3HaveH ans nosb3oBaTenen, koTopble ncnoab3ytoT ViPNet PKI Client gns paboTtsl B
NHPpacTpykType oTkpbIThiX Karouel (PKI): nognucanms v wndpposaHus dpannos, 3almEHHOro
NOAKIFOUEHUA K caliTam 1 TYHHeNupyeMbIM pecypcam. MNpeanonaraercs, UTo NOAb30BaTENN UMEIOT
obuiee npeacrasneHne o PKI.

Ans nonyyeHus 6onee nogpobHOM nHbopmaumm o Hactpoike ViPNet PKI Client o3HakoMbTech ¢
pokymeHToM «ViPNet PKI Client Linux. PykoBoacTBO agMUHUCTpaTOpa».

CornaueHma 10KyMeHTa

0603HaueHune OnucaHune
Ha3zBaHue HazBaHue 3nemeHTa nHTepderica: OkHa, BKAAAKW, NOASA, KHOMKW, CCbIAKM
KnaBuwa+Knasuniwa CoueTaHune KNaBWLL: HAXMWTE MEPBYIO KNaBULLY W, HE OTMYyCKas eg, HaXXMuTe BTOPYHO
MeHto > KomaHaa MocneaoBaTeNIbHOCTb 3/1EMEHTOB UKW AENCTBUN
Kon Wms daina, nyTb, pparMeHT KoZa Uin KOMaHAa B KOMaHAHOW CTPOKe

anIMe‘-IaHI/Ie. B AOKYMEHTE MOTYT NMPUCYTCTBOBaTb CHUMKUN MHTep¢e|7|ca M3 npeapiaymx Bepcm7|
npoaykTa. ﬂoaTomy HEKOTOPbIE 3/IEMEHTbI MHTep¢e|7|ca, KOTOpPbI€ HE BANAKOT Ha NOHMMaHWE TEKCTa,
MOTYT BbIrNA4E€Tb HE TakK, Kak B NPOAYKTE.

ViPNet PKI Client Linux. PykoBogcTBO nosbzoBatens |



O nporpamme

KoMnaekT mocTaBkm

e ApxuB C NakeTamu *.deb, *.rpm U CKPUNTaMM * . sh A5 YCTaHOBKMW, yAaneHusa B 32- 1 64-pa3paaHbix

OocC.

e ApxuvB C NakeTaMu 1 CKpUNTamm * . sh Ans ycTaHOBKW 1 yaaneHuns B OC Astra Linux.

o JlokymeHTaumsa:

o

o

ViPNet PKI Client Linux. PykoBogcTBO nonb3oBaTens.
ViPNet PKI Client Linux. PykoBoacTBO agMUHUCTpaTopa.
ViPNet PKI Client. PykoBoacTBO paspaboTuuka.

Apxus c onncanmem SDK viPNet PKI Client Web Unit SDK.tar.gz.

CucteMHble TpeboBaHMA

e [lpoueccop — Intel Core 2 Duo nan 4pyrom cxoxmin No NPOu3BOAUTENBHOCTN X86-COBMECTUMBIA

npoueccop € 4BymMA niun bonee AApamMn.

e OnepatuBHas namsaTb — He MeHee 2 [6anT.

e CB0bOAHOE MECTO Ha XECTKOM Aucke — He MeHee 300 Mbair.

e OnepaunoHHas cucTeMa C NocNeaHUMIN NakeTaMy obHoBAeHUI — Linux. Mogaep>kunsatoTcs

cnegyrolime ANCTpubyTUBSI:

(¢]

o

AnbT 8 CIM Pabouas ctaHums — 32/64-paspasHas;
AnbT Pabouas ctaHumsa 10 — 32/64-paspasHas;

AnbT CIN Pabouas ctaHumsa penns 10 — 64-pa3psgHas;
MK «CnHtesM-KnneHTt» 8.0 — 64-pa3pagHas;

PEA OC 7.3, 8 — 64-pa3pagHsbie;

POCA «XPOM» 12.7 — 64-pa3pagHas;

OCHosga 2.14, 3.0 ncnonHeHne «ABaHTIOPUH», B TOM YnCae B pexKmmMe 3aMKHYTOM NPOrpaMMHOM
cpenbl — 64-pa3psagHble;

Astra Linux Common Edition peans «Open» 2.12 — 64-pa3pagHas;

Astra Linux Special Edition 1.6, 1.7, 1.8, B TOM uncne B pexxume 3aMKHYyTON NpOrpamMmMHON cpeabl
— 64-pa3pagHeble;

Debian 11, 12 — 64-pa3psgHble;
Ubuntu 18.04 LTS, 20.04 LTS, 22.04 LTS, 24.04 LTS — 64-pa3psgHbie.

ViPNet PKI Client Linux. PykoBogctBo nonb3osatens | 8



|i| Mpumeuanwue. Ecav npu paborte ¢ rpapudeckori obonoukoint GNOME oTCyTCTBYIOT 3HAUKM
ViPNet PKI Client B 061acTV yBeAOMAEGHWIA, NCMOB3YNTE APYrYHO rpadunueckyro 060a0uKY.

e bBpayzep — Chromium, Chromium-Gost, Mozilla Firefox, Opera, AHaekc.bpay3ep nociegHux Bepcuii.

e [lns ncnonb3oBaHus cepTUduMKaToB, XxpaHawwmxcs B obnauHom cepsuce 3 — ViPNet PKI Service
Bepcumn 2.0 nan BbiLe.

ViPNet PKI Client Linux. PykoBogcTBO nosbzoBatens |



ObpatHasa CBA3b

KoHTakTHaa nidopmauma
e EAVHbBIA MHOTrOKaHaAbHbIN TenepoH:
+7 (495) 737-6192,
8 (800) 250-0-260 — becnnaTHbIN 3BOHOK M3 Poccun (kpome MocCkBbl).
o Cnyxba nogaepxku: hotline@infotecs.ru.
®opma ana obpalyeHuns B Cyby NoaLep>KKY Yepes3 canT.

Tenerpam-kaHan nogaepxku: t.me/vhd21.

TenedoH i KINEHTOB C paclUMpPeHHOW noasep>KKol: +7 (495) 737-6196.

e OTtpen npogax: soft@infotecs.ru.

AononHuntenbHaa nHbopmauma Ha cante MHdoTeKC
e O npoaykrtax ViPNet.
e O peweHusax ViPNet.
e YacTo 3azaBaemMble BOMpPOCHI.

o  ®opym nosnb3oBatenen npoaykTos ViPNet.

Ecnun Bbl 06HapyXXman ya3BUMOCTM B MPOAYKTax KOMMaHUK, COOBLLMUTE O HUX NO agpecy
security-notifications@infotecs.ru. PacnpoctpaHeHune nHdopmaLmm 06 yasBUMOCTAX NPOAYKTOB

NH$oTeKC perynvpyeTcs MoavTUKON OTBETCTBEHHOTO pasrialleHys.

ViPNet PKI Client Linux. PykoBogcTBO nonb3oBaTens
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HasHayeHne

ViPNet PKI Client — cpepactBo kpuntorpadpuyeckom 3awmtsel MHGOPMALMKU 1 3NEKTPOHHOW NoANNUCK
(nanee — ).

C nomolwbto ViPNet PKI Client Bbl MoxceTe:

Co3zatb 3anpoc Ha cepTudukaTt 1, Nnepesas ero B yAOCTOBEPAOLNIA LeHTp (ganee — YLI), nonyunts
cepTudukar.

Moanucatb dparnbl  NnposepuTb 311 dalinos.
3awmndpoBsaTb 1 pacwmppoBaTb daib.

MogkntounTtbea K catam no TLS TOCT, B TOM uncie ¢ ayTeHTUdMKaLMel Nonb3oBaTesns.
Moagepxusaemble Bepcun npotokona TLS: 1.2, 1.3.

PaboTaTb B 0bnauHoM cepsuce 3l Ha 6a3e ViPNet PKI Service: nognuceiBate Gainbl, nposepats 31
dalinos., pacwmnoposatb Gaibl.

YcraHoBUTb TLS-coeanHeHuns ¢ pecypcamu, koTopble TyHHeanpyeT ViPNet TLS Gateway.
Moasep>xunBaemble npoTtokosbl: RDP, HTTP, SMTP, POP3, IMAP, WebDAV n SQL.

ViPNet PKI Client MOXHO 1UCMonb30BaTh 418 BCTpaMBaHWs KpUnTorpapuyeckux GyHKUm B

nonb3oBaTtenbCkne BeG-ﬂpI/lﬂ0>KeHl/lﬂ (cm. <<PyKOBO,£I,CTBO pa3pa60TL4|/|Ka»).

ViPNet PKI Client ucnonb3syet poccuiickne kpuntorpapuyeckme anroputMmbi:

Anroputm nposepku IM: TOCT P 34.10-2012 ¢ BbiuncaeHnem xaw-¢yHkumm no FOCT P 34.11-2012.
Anroputm co3ganua 3MM: TOCT P 34.10-2012 ¢ Bbliuncnervem xaw-¢yHkumm no FTOCT P 34.11-2012.

Anroput™ wudposaHua ana TLS-coegnHennin: TOCT 28147-89 n TOCT P 34.12-2015 (TOCT
34.12-2018) «Marma» n «Ky3Heumnk».

Anroput™ wudpoaHusa ana dannos: FOCT P 34.12-2015 (TOCT 34.12-2018) «Marma» n «KysHeumnk».

ViPNet PKI Client Linux. PykoBogctBo nonb3osatens | 12



KOMMOHEHTbI

KomnoHeHT HasHaueHune
YnpaeneHve ceptudukataMu: CO3aHne 3arnpocoB Ha cepTudunkaTsl,
Certificate Unit yCTaHoBKa, MPOCMOTP, 3KCMOPT cepTUdMKaToBs

ﬁ CRL Unit ABTOMaTMueckoe obHoBneHne CRL

i BbinonHeHWe KpunTorpaduyecknx onepauuii cpeacteamMm o61auHoro
= Cloud Unit cepsuca Il Ha 6a3e ViPNet PKI Service

Moanvce, 3awndpoBaHne dGaiinos
File Unit ’ v !
tie LUni MpoBepka 31, pacwndposaHue danios

1% TLS Unit MoakntoueHme K caritam, ucnonssyrowmm TLS TOCT
MoakntoueHve K TyHHeanpyembim ViPNet TLS Gateway pecypcam (cMm. «ViPNet

“4E Tunnel Unit PKI Client Linux. PykoBOoACTBO agMUHUCTPaTOPa»)
YnpasneHve ceptudukatamu, ncnonbsosanHue M, wWndposaHus B

LN Web Unit

BebH-nNpunnoxeHnsx

ViPNet PKI Client Linux. PykoBogctBo nosnbsosatens | 13



JInueH3npoBaHue

Mpwn paborte B ViPNet PKI Client 6e3 anueH3nn 4oCTYNHO TObKO yrnpassieHne ceptudukatamm n CRL.

YT0o6bI NoayumnTh goctyn ko BceM dpyHKumam ViPNet PKI Client, akTuBupyiite AnLLEH3MIO C NOMOLLBHO

danna amuensum nam vepes ViPNet TLS Gateway.

JlnueHsnpoBaHue ¢ NnoMoLLbio darina
1 Tonyuute dann AMLEH3NM OAHUM 13 CNOCOBOB:
o obpatuteck B NHPoTeKC;
o obpaTtuTecb K CBOeMy aiMUHUCTPATOPY.

2 3arpysute dann anueHsnm B ViPNet PKI Client.

3 Ecau nnLeH3us 3arpy>KeHa, HO He akTMBMPOBaHa — aKTUBMPYWTE eé.

JNinuensnposaHue yepes ViPNet TLS Gateway

Ecnu B Bawen opraHunsaumm ans avueHsnposaHmsa ncnonbyetcs ViPNet TLS Gateway, cm. «PykoBoacTBO

aAMUHKUCTpaTopa».

ViPNet PKI Client Linux. PykoBogcTBO nonb3oBatens
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[Topaa0K MOArOTOBKM K paboTe

H W N

(O]

YcraHosuTe ViPNet PKI Client.
AKTUBMPYITE NINLLEH3NIO.
MoAroToBbTE NMUHbIV cepTudumKaT 1 karoy 3.

YcTaHOBUTE B XpaHUANLLE NNYHbIV cepTudurKaT, KopHeBon cepTudmkat YL, a Takxke npu Hannumm
ceptudukatel Bcex YL, 13 yenoukm n cootsetcreytowme CRL.

HactpowTe aBToo6HOBAeHMe CRL.

Ecnv B Bawen opraHmsaumm ncnonbyetca obaavuHbin cepsuc II Ha 6a3e ViPNet PKI Service,
HaCTPOMTE MOAK/IOUEHMNE K HEMY.

Hactpovite napameTpbl npoLecca NoAnucK.
Hactpoiite napameTpbl 3alinMdpoBaHus.

Bbl MOXeTe HacTpouTb NoAkatoueHue kK cantam no TLS TOCT.

ViPNet PKI Client Linux. PykoBogcTBO nosb3oBatens |
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YCTaHOBKA Y OOHOBIEHME

Mpumeyanue. Ansa yctaHosku ViPNet PKI Client nogknrounTe penosvtopuu, NCnonblyemble
BaLLeli onepauyoHHON CMCTEMOW MO YMOAYAHMIO.

1 Ecnmny Bac paHee yctaHosneH ViPNet PKI Client Bepcuu 1.x, yaanute yctapesLuyto Bepcuto. B Bepcum
2.X:

o He byayt agoctynHbl CRL;

o ByayT AOCTYyNHbI cepTudUKaThl 1 Kaoum 3l npy npogoaxkeHnn ncnoabsosarmsa ViPNet CSP
Linux.

2 PacnakyiiTe apxvB C NakeTamu B NPOWU3BOJIbHYHO Narky.

3 3anyctute ckpunT install.sh C NpaBamMu CynepnoJsib3oBaTens.

4 O3HaKOMbTECH C JINLLEH3NOHHbBIM COTNaLleHNEM.

5 Y706bI NPUHATL YCNOBMA ANLEH3VOHHOIO COrnalleHns, BBegute 1.

6 3anycTutca npoBepka nakeTos. Ecam nossuTca cooblyeHne, 4To NakeTbl He HalgeHbl — YCTaHOBUTE
HefoCTatoLMe NakeTbl U CHOBa 3anycTuTe CKPUMT install. sh.

7 Tlepe3arpysnte KoMmMbtoTep.

ViPNet PKI Client Linux. PykoBogctBo nonb3osatens | 17



3amnyck 1 3aBeplLueHme paboTsbl

3anyck HacTpoek ViPNet PKI Client

!i'_'
e B MeHo NpuioxeHui Bbibepute ViPNet PKI Client Settings.
e Jlnbo BbinoaHUTE:

/opt/itcs/bin/pki-client-settings

Ecnv anekTpoHHas pysieTka He 3anyckanacb B pamkax TeKYLLEero ceaHca paboTbl, cneayite ykasaHusM B
OTKPbIBLIEMCS OKHE.

JneKTPoHHas pyneTKa X

MNepemellaiiTe yKa3aTeNb MbILUKW B NPefeNax OKHa Man
HaMUWUMaWlTe pasnuyHble KNaBULLKW Ha KnaBWaType (3anoMWHaTb
WX He Hy#Ho). B pe3ynbTaTe BallMx 0eAcTBMA byneT
WHWULLMaIM3MPOBaH reHepaTop CAyYalHblx YACEN.

OTmeHa

PucyHok 1. 271ekmpoHHaAs pyaemka

CRL Unit

/\g BHumaHwme! [1nsa 3anycka v 3aBeplueHns pabotel CRL Unit Tpebytotca npasa
cynepnosib3oBaTens.

3anyckaeTca aBTOMaTMyeckn nocae 3arpysku Linux.

UTo6bl 3aBepLINTL PaboTy, BLIMOJHUTE:

systemctl stop pki-client-crlunit

ﬂ,}'lﬂ NOBTOPHOTO 3anycka BbIMOAHUTE!

systemctl start pki-client-crlunit

TLS Unit, Tunnel Unit, Web Unit
3anyckaroTcs aBTOMaTUYeckun nocae 3arpysku Linux.

Y106kl 3aBepLLNTL pPaboTy, B 061aCTV YyBEAOMAEHWUIA LLENKHUTE NPaBO KHOMKOW MbILUW 3HAYOK
KOMMOHEHTa 1 B KOHTEKCTHOM MeHIo BbibepuTe Bbixog,

[na noBTOpHOro 3anycka:

e B MeH0 NpuioxeHnin BbibepuTe:

ViPNet PKI Client Linux. PykoBogctBo nonb3osatens | 18



o BEN ViPNet PKI Client TLS Unit;

|
o :u8 ViPNet PKI Client Tunnel Unit;

o BES ViPNet PKI Client Web Unit.

e JInbO BbINOJHUTE OZLHY U3 KOMaHJ;
/opt/itcs/bin/pki-client-tls-unit
/opt/itcs/bin/pki-client-tunnel-unit
/opt/itcs/bin/pki-client-web-unit

Ecnun anekTpoHHas pysneTka He 3amnyckanacb B paMKax TekyLero ceaHca pabotel TLS Unit, cnegyite
YKa3aHUAM B OTKPbIBLUEMCS OKHe.

ViPNet PKI Client Linux. PykoBogctBo nonb3osatens | 19



AKTVBaLMA ANLEH3NN

Bbl MOXeTe aKTUBMPOBATb JIMLLEH3UIO C UCMOb30BaHNEM daiina amueHsnm nam yepes ViPNet TLS

Gateway.

Mpw ncnonb3oBaHuu daiina ANLEH3NN:
1 3arpyswute anuensuto B ViPNet PKI Client.

2 Ecav nnueHsmns He Bblna akTUBMPOBaHa Cpasy (HanpuMep, U3-3a OTCYTCTBUA MHTEPHET-COeANHEHNS),

aKTUBUPYNTE e€ BPyUHYHO.

Iil Mpumevanue. Ecav B Ballein opraHusaLum Ans aMLeH3npoBaHns ncnonbsyerca ViPNet TLS
Gateway, cM. «PyKoBOACTBO agMUHUCTPaTOpPa».

3arpyska aueH3nm

3arpyska anueHsum npu yctaHoske ViPNet PKI Client
1 Y6epunTech, 4TO Ball KOMMbHOTEP MOAKIOUEH K MHTEPHETY.

2 Bo Bpems ycraHoBku ViPNet PKI Client pacnonoxuTte dain c avueH3men B nanke ¢ naketamm uim

yKaxuTte nyTb K Gainy.

3 3anyctute Hactponkm ViPNet PKI Client.

Ecnn cBasb ¢ cepBepom peructpauun NudoTeKC yctaHoBAEHa, vLeH3MA ByaeT akTMBMPOBaHa
aBTOMaTMuecku. MIHaue akTvBUpyiiTe €€ BpYyUHY!HO.

3arpy3ka anueHsnn B Hactporkax ViPNet PKI Client

1 Mepengute B HacTporikm ViPNet PKI Client.

2 Bbibepute JlnueHsuns.

3 Haxmute Bbibpatb cnocob > C ncnosb3zoBaHnem daiina aMueHsnm.

4 BblbepuTte daiia MLEH3UN 1 B OKHe 3arpysKka JNLLEH3MW HaxXMuTe 3arpy3uTb.

ViPNet PKI Client Linux. PykoBogctBo nonb3osatens | 20



2arpysKa NUUeH3uKu h 4

WMHbOopMaLUA o NALEHIUH

WpeHTUuduKaTop: 2929808/1/1-PKIC
OKOHYEHWE CPOKE eHCTEMA: 15.10.2023
MakcumManbHaa BepcuA NO: Jo 2.0 BKNKYMTENBHO

ﬂOCT)’I'IHbIB KOMMOHEHTDBI

Web Unit File Unit

CRL Unit (20 Cloud Unit

clo

Tunnel Unit o] T%S_Uﬂlt o
O/HOCTOPOHHMIA TLS

TLS Unit

OEycTopoHHMIA TLS

PucyHok 2. lpocmomp uHgopmayuu o auyeH3uu

Ecan ceasb ¢ cepsepom peructpauun MnpoTeKC yctaHoBAeHa, nnLeH3na byeT akTMBMpPOBaHa
aBToMaTnuecku. iHaye aktnBupyiite eé BpyYHyto.

AKTUBALUMSA NNLIEH3MM C MCMONb30BaHMEM daiina

1 MMepengute B HacTporikm ViPNet PKI Client.

2 Bbibepute JlnueHsus.

3 Haxmwute AKTMBMpPOBaTb.

ViPNet PKI Client Linux. PykoBogcTBO nosbzosatens | 21



[ Hacrpoiicn ViPNet PKI Client

Mognucs

WkdposaHKe

Ceprudmukars

Maparenu CRL
TLS
[g] Tywuenu
Y O6nauHbie cepeMcbi

@ XpaHunuLie Knoven

@ MMNOPT W 3KCNOPT

E Nuuexawnn A

E Coobuwmts 0 npoineme

@ O nporpamme

NuueHsua

B ViPNet PKI Client gocTynHo Toneko ynpasneHue cepTudukaTamu v CRL. YTobb McNonb30BaTsL BCE
KOMMOHEHTBI 1 BYHKLMK, BEINONHUTE SKTUBELIMIO MALIEHSMH.

AKTHBALMA C HCNONb3IOBaHWEM $aina NHLEHIHA

TpelyeTcA SKTHEALMA NHLEHIMK

WHPOPMALMA © NHLEHIHK

WaeHTduraTop: 3932217/1/1-PKIC
OHOHYEHHWE CPOKA ABHCTEMA: 20.09.202%
MakcumManeHan sepcna No: N0 2.9 BKAKYHTENBHO

ﬂOGY)’nH ble KOMNOHEHTHI

Web Unit Tunnel Unit
File Unit [ I
E} crune [ [

Cloud Unit

mmnupnuam y WameHnTs HACTPORKK AKTHEaLMM

PucyHok 3. lMpocmomp uHgopmayuu o auyeH3uu

4 Haxmure lil CoxpaHuTb 3anpoc.

5 Ykaxute ums 1 nyTb ANs coxpaHeHus ¢alina 3anpoca.

MprMeuaHue. Takke Bbl MOXETe COXPaHWUTb 3aMpoC Ha aKTUBALIMIO KOMaHZAOW:

/opt/itcs/bin/pki-client-license --request <myTb COXpPaHeHMs>/<UMA

dbamma>. txt

6 OrtnpaBbTe Paiin 3anpoca Ha 3NeKTPOHHYH MOYTY reg@infotecs.ru. TeMa M opopMaeHMe NMCbMa

MOryT 6bITb 1H06BIMN.

Joxantecb OTBETHOrO NNCbMa, B KOTOpOM 6y,£l,yT YKa3saHbl AaHHbIE ANA aKTUBaL UK.

B none Kop, perncrpauum, nOﬂyHeHHbIVI B OTBETHOM Nncbme BBegunTe peFMCTpaLLMOHHbIVI Koa un

HaxXmMuTe AKTUBU poBaTthb.

ViPNet PKI Client Linux. PykoBogcTBO nonb3oBaTens
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AKTUBaLMA NULLEH3WW NO KoY PerucTpaLum X

Lns aKTUBALNKM NMLEHZUK TPEBYETCA NONYYMTE KOG PervcTpauun. 4na storo
COXPaHWTE 3anpoc, OTNPaskbTe ero Mo agpecy req@infotecs.ru u goxauTecs
OTBETHOIO NHMCbMa.

‘L COXpaHWTL 2anpoc

Kopn pervcTpaLmi, MonyJYeHHbIA B OTBETHOM NUChME:
AWWWWEE-6J4FTG7-6MEJDSY

CEpUAHBIA HOMED:
AXKR-JLMS-WWG2-XG7A

Kon koMnbioTepa:

SRAMAZW4-5F5HSW4-4M3LNP6-57L7Y 7X-6A89Q7L

AKTHMBHpOBaTH OTMeHa

PucyHok 4. Beod daHHbix 05 akmusayuu ViPNet PKI Client

9 Haxmute OK.

MpumeuaHue. Takxe Bbl MOXETE aKTUBMPOBATbL JNLIEH3UIO KOMaHAOM:

. /opt/itcs/bin/pki-client-license --register --serial=<CepuiiHEIL HOMEpP>
--code=<kopn permucTpaumm>
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OBOHOBAEHME NNLEH3UM

Bbl MOXeTe 0BHOBUTb ANLLEH3MIO:
e [0 VUCTEYEHMM CPOKa €€ AeNCTBUS;

o ans pacwupenmns dyHkumi ViPNet PKI Client.

Ecav nvueH3ns akTMBMpOBaHa C UCNOAb30BaHWeM daiina:
1 OtnpasbTe 3anpoc Ha noayyerue amueHsnn B MIHGoTeKC 1 nonyumTe HOBLIN Gain AULLEH3U.

2 Tlepengute B HacTporikm ViPNet PKI Client.

3 Boibepute JlnueHsus.

4 Haxmute M3mMeHUTb HacTpoiku akTuBaumm > C ucnonb3oBaHuem daiina avueHsmm > Boibpatb
daiin.

5 BbibepuTe dain amueH3nm n HaxxmuTte OTKPbITh.
6 B okHe 3arpys3ka JAnLeH3un HaxxmnTe 3arpysuThb.

7 Ecav nvueHsms 3arpy3naach U He akTMBMPOBasacb aBTOMaTUYECKW, akKTUBUPYTE eé.

MpumeyaHue. Eciv npu akTMBaLMKM INMLEH3NK €€ CTaTyC CMEHWUACA Ha 0 NnueHsnsa
HeAelCTBUTENIbHA, OTMNPaBbTe 3amnpoc Ha NoJlyYeHne HoBoro danna anueHsmm B InpoTeKC.
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CnyxebHble QyHKLMM

MMnopT 1 3KcnopT HacTpoek 26

Ynanenue ViPNet PKI Client 27
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IMOOPT M 3KCMOPT HaCTPOEK

YacTb HacTpoeK NPorpaMMbl MOXHO BbITpy3uTb B Gain 1 UCNo/b30BaTh:
e yto6bl nepeHectn ViPNet PKI Client Ha gpyroin komnbroTep;
e CO34aTb pPe3epPBHYH KOMWUIO HACTPOEK Ha ciy4van cbos B paborTe;

® TMPUMEHUTb OANHAKOBbIE HaCTpOVIKM Ha HECKOJIbKUX KOMMbHOTEPAX.

MoapobHee 06 MMMOPTE 1 IKCMOPTE HACTPOEK CM. «PyKOBOACTBO aZMUHUCTpaTOpa».

ABTOMaTUYECKOE MONYYEHME HACTPOEK 13 dhana

Bbibop nanku HacTpoek

Mpw yctaHoBke ViPNet PKI Client gns daiina ¢ HacTpoikamMy aBTOMaTUUYeCKM yKa3blBaeTCs narka
nosb3oBaTens /home/<user>/.itcs/pki-client/update. Bbl MOXeTE N3MeHNUTL €€ No nNpocbbe
agMMHUCTpaTopa:

1 Tepengunte B HacTpoikn ViPNet PKI Client.

2 Bbibepute MmnopTt 1 akcnopr.
3 Haxmute HactpouTb.
4 BbibepuTe nanky, U3 KOTOPOW Bbl ByseTe NONyyYaTb HACTPONKN:
o [lanka nonb3oBaTens — ecau $pain C HaCTPOVMKaMu NMOMeLLEH B BaLLly Marky.

o O6uwas nanka — ecaun dGain ¢ HacTporikamu NoMeLLEH B 0BLLYyO Nanky, NyTb K KOTOPOW BaM
nepegan agMUHMCTPaTOP.

5 Haxmunte CoxpaHuThb.

OTKNUNTL aBTOMaTUUECKOEe nojyyeHune HaCTpoek

1 Tepengute B HacTpoikn ViPNet PKI Client.

2 Bbibepute MmnopT 1 akcnopr.
3 HaxmuTte HactpouTs.
4 BbibepuTe nanky nosb3oBaTens.

5 Y6epuTtecs, uto B BbIOpaHHOW Nanke HeT dpaiina pki client settings.json.

Mpumeuanue. MogpobHee 06 aBTOMaTUUECKOM MOJYUYEHUN HACTPOeK 13 daiina
CM. «PyKOBOACTBO agMUHWCTpaTOpa».

ViPNet PKI Client Linux. PykoBogcTBO nosb3oBatens |
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Ynanenme ViPNet PKI Client

Yaanenwue ViPNet PKI Client c coxpaHeHrem HacTpoek

BocnosbayiTech nt0bbIM 13 cnocobos:

e 3anyctute CKpMAT uninstall.sh:

sudo .<nyTes k uninstall.sh>
e BbiNnonHWTE KOMaHAy:

o BPEAOC

sudo dnf remove pki-client-*
o Bo Bcex gpyrux guctpnbytmnsax:

sudo apt-get remove 'pki-client-*'

ViPNet PKI Client byaeT yaanéH, Ho coxpaHaTca HacTponku 31, 3almndpoBaHms, TYHHEAMPOBAHWA U
apyrue.

Ypanernune ViPNet PKI Client 6e3 coxpaHeHma HacTpoek

Bocnonb3yiitech 1t06bIM 13 CNoco6os:

e 3anyctute CKpUAT uninstall.sh

sudo .<myTe k uninstall.sh> --purge
e BbimonHute KOMaHAy:

o BPEAOC

sudo dnf remove pki-client-*

BpyuHyro yaanute katanor /opt/itcs/share/pki-client.
o Bo Bcex gpyrux gnctpnbytmnsax:

sudo apt-get remove --purge 'pki-client-*'

ViPNet PKI Client n Bce HacTponku byayT yaaneHsbi.

Mpu yaaneHun ViPNet PKI Client ntobbiM 13 cnocoboB He yaanatoTcs:
o cepTudukatbl n karoun 3T;
e noAnucaHHble 1 3aWnppoBaHHble Gaiinbl;
e ViPNet OSSL. Bbl moxerTe:
o Ypanutb ViPNet OSSL:

sudo .<nyTb k uninstall vipnet ossl.sh>

o Mpopomxuntb ncnonbsosatb ViPNet OSSL (cm. «ViPNet OSSL. PykoBogacTBo pa3paboTumka»).
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YrpaBaeHme ceptrndrkaTamMmm

Kakune Hy>Hbl cepTudpukarbl

MNMoprotoBka AM4HOro ceptudmkaTa n karoya 3N

MNonyyeHne ceptndukata

YcraHoBka ceptudukartos n CRL

CMeHa 1 cbpoc napons XpaHuauLLa Katovemn

MpocMoTp cBeseHWn 0 cepTudumKaTax

[obaBneHne Touek pacnpoctpaHeHus CRL

JKCropT cepTnpmKaTos

MepeHoc cepTudmKaToB 1 Katouen I Mexay yCcTporncTBaMum
MepeHoc cepTudukaTtos u katovern 3 B obnauHbIl cepBUc

YaaneHve ceptndumkatoB 1 katovein 3

ViPNet PKI Client Linux. PykoBogcTBO nonb3oBatens
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Kakme Hy>XHbl CepTUhUKATHI

o JINYHbIN cepTUPUKAT — ANA NOANNCK, paclundpoBaHns GanoB, MOAKNOUEHUS K carTam no TLS
FOCT, n TyHHennpyeMbIM pecypcam C ayTeHTUGMKaLMen noab3oBaTtens.

Monyuwnte ero B YL, no 3anpocy u yctaHoBKTe, Bbi6pas TN JINUHbIN.
o CepTtudukatbl nonyyatenen — ans 3awmdposaHuns dannos.
3anpocuTe nx y nonyyatenen 3awmppoBaHHbIX GanNoB 1 ycTaHOBUTE, BbiIOpaB Tnn Jpyron.

o Ceptudmkat YL, — ana noaTBepXXAeHNA NOAJIMHHOCTY cepTUMKATOB, N34aHHbIX 3TUM YLI: avuHoro,
ceptTndukata nonydarena nam ceptudukara gpyroro YL,

Monyuwnte ero B YL, 1 yctaHOBMTE B XpaHuauLie cepTMhuKaTos.

e CRL nan gpyroe noaTtBep>XaeHne feNCTBUTENBHOCTA CEPTUPNKATOB B 3aBMCUMOCTM OT TOFO, YTO
ncnonbsyetca B YL

o ®annbl CRL — nonyumnte dann B YU, n yctaHOBUTE B XpaHuauLLe cepTUOUKATOB BPYUHYHO.

o Touku pacnpoctpaHeHna CRL — MOXHO aBTOMaTn4yeckn noay4vatb 1 yctaHaBansatb CRL nyTém
onpoca Touek pacnpoctpaHeHus. Bl moxete npocmoTtpeTb URL ans onpoca B cBegeHmax o
ceptudukarax, nsganHoix YL, B none Toukn pacnpocrpaHeHnsa Cncka aHHY/IMPOBaHHbIX
cepTu¢dukaros.

o CepBuc oHNaH-NpoBepKyK cTaTycoB cepTudurkaTtoB no npotokony OCSP. B atom cayuae CRL He
ncnonb3ytotca. VIHpopmaumsa o nojaepikke cepBrca COAEPXKMTCA B CBEJEHMNAX O cepTudukaTax,
nsgaHHbix YL, B none MNy6bauvkaumsa nipopmaumm ob nspartene.
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[loAroToBka IMUHOTO CepTMduKaTa 1
Kntoya Il

Ecan HeT cepTudukaTa n karoua Il

1
2

Co3paliTe 3anpoc Ha cepTudukar.

Mepeaante 3anpoc B YLL.

Monyuwnte B YL;

o JN4HbIV cepTudmKar;

o KopHeBoW cepTudumkar YL,

o MpW Haanuum ceptTudmkaTel Bcex YL, n3 uenoukn n cootsetcraytowme CRL.

YcraHoBuTe nosyyeHHble ceptudpurkatol u CRL.

Ecnan ectb ceptudumkat n kntou 3l B PFX-danne

1
2

Vimnoptupyiite ceptnudukat n karoy 1.

YcTaHoBUWTe KOpHeBoW cepTudukaTt YL, a Takke npu Haanumm ceptudurkatsl Bcex YL, n3 Lenouku un
cootBetcTBytrowme CRL.

Ecan ectb CepTI/Iq)I/IKaT Ha TOKeHe

1
2

MoaknrounTe TOKEH K KOMMbHOTEPY.

Bbibepute MopkntoueHo yCcTponcTB.

L]
B cTpoke cepTdmkaTta HaxXMWUTE & > YCTaHOBWUTb B XpaHWUAuLLeE.

YctaHoBUWTe KOpHeBOW cepTudukaTt YL, a Takoke npu Haanumm ceptndurkatel Bcex YL 13 Lenouku un
cootBeTcTBytowwme CRL.

Ecnm ectb ceptudmkat B obnauHom cepsumce Il

1

HactpownTe nogkntoueHme kK obnauHomy cepsucy 1.

2 Ecnmy Bac HeT cepTudukata B obnayHoMm cepeumce Il uam Bam HY>KHO ero 06HOBUTB:

2.1 Co3panTe 3anpoc Ha cepTudumKaT C cCoxpaHeHrem katoda Il B obnauHom cepauce 1.
2.2 [onyuute ceptndukar B YL,

2.3 [lns ycTaHOBKM cepTudukaTa B 0baauHblin cepuc JIN obpatutech K BaeMy agMUHUCTPATOPY.

ViPNet PKI Client Linux. PykoBogcTBO nosb3oBatens |
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[lonyueHme ceptnpmkaTa

1 Yto6bl coxpaHuTb katouy 3l B o61auHoM cepBuce 31, fob6aBbTe ero 1 BbIbepuTte UCNOJIb3yeMbIM MO
YMOJTYaHMIO.

2 T[lepengmnte B HacTpoikn ViPNet PKI Client.

3 Bbibepute Ceptndukarbl.

4 Haxwmwure [3 Co3patb 3anpoc.

MpumeyaHue. Ecan y Bac ectb ceptndukaTt, Bbl MOXeTe CO34aTh 3aMpocC Ha ero ocHose. [na

3TOTO HaXxmuTe ﬁl KonmpoBaTb aaHHble U3 cepTudmKaTa 1 Bbibepute cepTUduKaT A1
aBTOMaTMUECKOrO 3aMoNHEHNs Noeii. Bbl MOXeTe U3MEHUTb MHPOPMALIMIO B NOAAX 3aMpoca

BPYUHY!HO.

5 Bb|6ep|/|Te napamMmeTpbl N 3aNOJIHNTE INYHbIE AaHHbIE.
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@ KOmMposaTh JaHkble U3 cepTidukata ¢ OuMCTUTD Gopmy
LliaénoH cepTUrKaTa

MUINYecKoe nuyo

MapameTpbl cepTiduKaTa
ANTOPMTM KNtoYa NpoEepkM 3MM: MOCT P 34.10-2012 (312)
MapameTpbl KxNtoua Nposepry 3 Hadop napameTpos A (TK 26)

IKCNOPTUPYEMBIN Koy 3N

MonA cepTHduUKaTa:

* DaMUNus: WsaHoB
* VIMA M OTYECTEO: WBaH MaaHoBKMY
* Dluee MMA: Meaxos MBaH MBaHosNY
* CTpana: Poccuilckan degepauma (RU)
Pervow: Pervod
HacenesHbIi NYHKT: Hacen&HHbI# MysKT
Ynuua, gom: ¥nuya, oom
* CHWNC: 12345678901
* WHH dw3ndeckoro nuua: 1234567859012
3NEeKTPOHHAA NoyTa: ivang@ivanov.ru

Co3paHue 3anpoca Ha cepTHgHKaT - ViPNet PKI Client - o0 x

[LofaBuTb HanMeHoBaHwe cpencTea M snagensua (ViPNet PKI Client)

PaclmpeH1a

Cpok AefcTEMA kntoua 3N, Mec: 36

Knacc cpenctea 30M: He yxa3bisaTh
WoeHTWdMKaLWA 3aRBMTENA: NdHOE NpUCYTCTEME

MapameTpbl coxpaHenus daiina sanpoca
Kogwposxka: (@& PEM
O DER

PucyHok 5. Coz0aHue 3anpoca Ha cepmugpukam

Mpumeuanune. C nomoLpto WwabnoHa ceptndunkata CneunanbHbii Bbl MOXeTE:

e 06aBUTb APYrVie 3HAUEHNA PaCLLVPEHN;

® N3MEHUTb KPUTUYHOCTb paCLUMPEHMVI;

® VI3MeHUTb MOPAA0K aTpubyToB BRaenbLa.

6 Haxmute Co3patb 3anpoc.

7 YkaxuTe UMs 1 nanky ans coxpaHeHusa danna 3anpoca n HaxmuTte CoxpaHuUTb.

8 YkaxuTe MecTo XpaHeHus KOHTelrHepa katouelt IMT:
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o XpaHunuuwe ViPNet PKI Client — HaxxmuTe Mpoaoakntb 1 BBeANTE Napoib.

Ecnm xpaHmauue ele He co3aaHo, 3ajanTe UMs KOHTerHepa u HaxkmuTe Mpogoakutb. 3agante

1 MOATBEPAMTE NapOib XPaHWUIMLLA.

o TokeH — 3asaiTe NMs KOHTENHepPa, NOAK/IHUNTE TOKEH U Bbibepute ero B cnucke. Haxmute
Mpopgomxunte 1 BBeanTte PIN-koa OT TOKeHa.

o O6s1auHbIi cepBUC — 3ajaliTe UMs KOHTelHepa, HaxmMuTe MPOAOIKUTL 1 NOAKNOUNTECH K
obnayHomy cepsucy M.

MpumeyaHue. Ecav ans Bbl BbIbpasv MECTOM XpaHeHUs KOHTelHepa katouein 3 obnauHbIn
CepBUC, MOXET NoTpeboBaTbCS NOATBEPXKAEHME Onepauun. BBeante kog NoATBEpXKAEHUS.

9 Haxwmunte OK.
10 Mepepaiite 3anpoc B YLL.

11 Monyunte AnuHbIl cepTudmrKaT n KopHeBon cepTndukat YL, a Takxe npu Haanumm ceptudukatbl
Bcex YL n3 uenoukmn n coorsetctaytowme CRL.

12 YctaHOBUTE NoayyeHHble cepTudmKaTbl.

ViPNet PKI Client Linux. PykoBogcTBO nosb3oBatens |
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YcTaHoBka cepTtndmkaTos 1 CRL

OnwuncaHHbIMK HMXe cnocobamm yCcTaHaBAMBaWTE TOIbKO Te NYHbIe cepTUdKMKaTbI, 3aNpocC Ha KOTOpble
6611 co3aaH B ViPNet PKI Client. Ecam ceptudmkat nosyyeH nMHbIM cnocobom, cm. [Moarotoska NMYHOTo
ceptudukara n kntouda 3.

ViPNet PKI Client Takxxe noaaepxusaet paboty ¢ dannamum popmata PKCS#7. YctaHOBKa cepTndumkatos
13 Takux GannoB BbINOJHAETCA aHanornyHo. Ecam dpann popmata PKCS#7, nomumo ceptndukatos,
cogepxut CRL, OHM MOTYT ObITb YCTAHOB/EHbI B XpaHUMLLLE CepTUHUKATOB.

Y106kl ycTaHOBUTL cepTudmkaTbl 1 CRL:

1 Tepengunte B HacTpoikn ViPNet PKI Client.

BHuMaHme! YTobbl ycTaHOBUTL cepTudumKaThl nsgateneli n CRL B xpaHuauLLe 10KaabHOrO
KoMnbtoTepa, 3anyctute HacTpoiikn ViPNet PKI Client c npaBamu cynepnosb3oBatens. B atom
/A\ Cny4yae He yCTaHaBAVBalTe IMYHble cepTUdMKaTbl M CepTUdMKaTbI MosyyaTeNei, NOCKONbKY OHM
© ByayT yCTaHOB/EHbI B XpaHUAMLLE CEPTUGUKATOB MOb30BaTeNs root U Bbl HE CMOXeTe
paboTaTb C HUMMK NOC/e 3anycka HaCTPOEeK MoZ CBOEN YYETHOMN 3anuchbio.

2 Bbibepute CepTtudukarsbl.

3 Haxmure @ [Jo6aBuTb ceptudukat uam CRL v ykaxunte nytb k dpaiinam ceptndukatos nam CRL.

4 B okHe [lobaBneHue ceptudpukatoB n CRL oTobpaxkaeTcs CNUCOK yCcTaHaBAMBaeMbIX CepTUHMKATOB
man CRL:

o UYtobbl NnpocMoTpeTb NOAPOHHYO MHPOPMaLMIO 06 ycTaHaBMBaeMbIx cepTudukatax n CRL,
HaXxmMuTe Ums Bragenbla ceptudumkata mam CRL.

o Ytobbl yaanutb ceptudukat nam CRL 13 cnmcka, Haxmute X (nosBAAeTCA NpV HaBefeHUn
Kypcopa Ha cTpoky ceptuéukara nam CRL).

o UYTtoObl B KOHTENHEpP KAKOUel YCTaHOBUTL CEPTUdMKAT, 3anpoc Ha KOTopbIl Hbin co3gaH B ViPNet
PKI Client, ycTaHOBUTE COOTBETCTBYHOLLMNIA GAAXKOK.

ViPNet PKI Client Linux. PykoBogcTBO nonb3osatens | 34



Ho6aeneHue ceptudmkaTos 1 CRL W

MeaHoe MeaH MBaHoBWY.Cer - CepTudmKaT

Bnapeney Tun
MeaHos MeaH MBaHoBWUY El NwnyHbfA
YCTaHOBUTb CEPTUUKAET B KOHTEAHED

ViPNet PKI Client key store

Bcero 1 anemeHT. N06aBuTh 3aKpoITbh

PucyHok 6. YcmaHoska cepmugbukamos u CRL

'f BHumaHue! Ceptudmkatbl 1 CRL ¢ MCTEKLWIMM CPOKOM AENCTBUA UAN UMetoLne
HefencTBMTeNbHYO 3l NoMeyeHbl 3HaUKOM O s 6yayT yCTaHOBAEHbI.

5 Haxmute JobaBuTb.

6 Ecau Bbl ycTaHOBUMAM cepTMdMKAT B KOHTEMHEP KroUen, BBeanTe napob xpaHuaumila ViPNet PKI
Client.

7 Haxmute 3akpbITb.

. I'Ipwmeanme. Ecan nocne YCTaHOBKU CepTI/Iq)VIKaTa B CTPOKe C UMeHEM BJlaZeNibLia NOABUTCA

3HaYOK , cM. [poBsepka cepTndurkKatos.

[TpoBepka cepTuduKaToB

CepTnduKaThbl, CTaTyC KOTOPbLIX HE YAaN0Ch NMPOBEPUTb, N HeAENCTBUTENbHbIE CepTUdMKATbI Heslb3A
MCcnoab30BaTh ANs nognucaHus n wudposaHus dannos B ViPNet PKI Client. YTobbl npoBeputb
LeVICTBUTE/IbHOCTb YCTAHOBNEHHbIX CepTUHUKATOB:

1 Mepengute B HacTporikm ViPNet PKI Client.
2 Bbibepute Ceptudukarsbl.
3 CneBa BBeEPXY HaXXmMuTe O

B ctpoke cepTudmkata noABUTCA 3HAYOK:
. — ecNun He yAanocb NpoBepuTb CTaTyc cepTudurkaTa;

e U _ccm ceptTudurkaTt HeaenCTBUTENEH.

Y106bl MPOCMOTPETL NPUUMHY, HABEANTE KypCOP Ha 3HAYOK:
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Tabauya 1. Cmamycel cepmugpukamos

Craryc

He HaligeH cepTudmkat nsgatens
Ownbka NOCTPOEHUNS LIeNOYKIN cepTndmnKaToB

KopHeBoW cepTudukat He yCTaHOBNEH B
XpaHuauLe

He HaligeH gencteutensHbii CRL
Cpok pevicteua CRL ncrék
Cpok pevictBua CRL He HacTynmn

B Lilenouke NpucyTCTBYeT CepTUdUKaT, KOTOPbIN
He yAanocb NpPoBepuUTbL

CepTudukat HefencTBUTENEH

JencrBua

YcTraHoBUWTE B XpaHuUauLLLe Bce cepTudumkaTbl
LLenoykm

Monyunte B YL aktyanbHbin CRL 1 ycTaHoBUTE
€ro B XpaHuauliue

Ecav 310 AnYHBIN cepTUdUMKaT, noayynte
HOBbIN cepTUdUKaT N YCTaHOBUTE ero.

Ecnun 310 cepTndumkat nosyyatens, sanpocure y
nosayyatens HoOBbIN cepTudmkat
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CMeHa 1 cbpOoC Maponsg XpPaHWAMLLA
K/IHFOUemn

CMeHa napons XpaHuauLLa Karoyen

1 Tepengmnte B HacTpoikn ViPNet PKI Client.

2 Bbibepute a XpaHunviie kntouein.

w

Haxxmunte CMeHnTb Nnaposib.

N

BBeAI/ITe TEKyLLI,I/II7I napo/ib, 3aTeM 3a,a,a17|Te nnoarsepante HOBBIN.

5 Haxmute MNpoaomKuTs.

Cbpoc napons xpaHUAMLLA KAKOYen

Bbl MOXeTe cOpOCUTb Napob XpaHWWLLA KtoUven 6e3 yaaneHns NpUAoXKeHUs, HanpumMep, ecau
KOMMbOTEPOM BYyAeT NO/b30BaTLCA APYrOl NOb30BaTE/b U BaM HYXXHO YAaAUTb NNUYHYIO MHGOPMaLMIO.

/\g BHumaHue! Mpu cbpoce napons xpaHuauLLa Kitouen byaeTt yaaneHa Bcs MHGopmaums ms
XpaHuanLa.

Y106bI COPOCUTL NAPOL:

1 MMepengute B HacTporikm ViPNet PKI Client.

2 Bbibepure a XpaHunuiie kntouei.

3 HaxmunTte COpoCUTbL Napob.

4 Haxmute MNMpoaomkuTb.

5 3apaiite n noaTBEpAUTE HOBLIV Naposb xpaHuauwa katodeit ViPNet PKI Client. Haxxmute
MpoponxunTb.
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[1looCMOTP CBeAeHUN O
ceptnomKaTax

1 Mepengute B HacTpolikm ViPNet PKI Client.

2 Bbibepute CepTtudukarsbl.

3 Mo ymonuaHuto ViPNet PKI Client npegynpeaunt 06 ncreyeHnmn cpoka aencteums ceptudurkarta 3a 60

AHel. YTo6bl M3MEHUTL 3TO, CNpaBa BBEPXY HaXXMuUTe & N BBEAUTE KOJNNYECTBO AHEN.

4 Bsepxy HaxmuTe l-l 1 BbibepuTe, Kakme cepTudurKaThbl Bbl XOTUTE NPOCMOTPET:
o Bce ceptndpukarbl (No ymonuaHuio);

o JlnuHble cepTudukaThbl;

o

CepTudukaTbl pyrux nosb3oBatenei;

o

CepTuduKaTbl Ha BHELLHUX YCTPOMCTBAX;

o

Ceptudukatbl B obnake (Tpebyetcs nogkitoderne k obnayHomy cepsucy 31).

CoBeT. YTo6bl M3MEHWTb COCTaB OTOBpPaKaeMbIX CTONBLOB, HAXKMUTE ”‘t 1 Bblbepute
CTON6LbI C MOMOLLbHO GAXKOB.

YT06bI OTCOPTMPOBATL CEPTUPUKATBI MO N06OMY CTOABLY, LWENKHUTE Ha3BaHWe cToABLa.

UTtobbl HanTH cepTudmKaThl, B MOJe NOUCKa BBEAUTE YacTb UMEHW BRaZenblia nan nsgatens
ceptndmkara.
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Mognuce
Wrdposatue
CeptudMKaTol
M3garenu CRL

TLS

TyHHenw
Q6nadyHble CEpBEHCHI

&R NoaknoueHo yeTp..

B XpaHunuiye Knoven

(& Wmnopr 1 skcnopr
NuuyeHzna
™ wuTe 0 npofineme

@ O nporpaMme

O Momck Q ? v @ DNobaeuTo ceprudurar unm CRL

HacTpoWkmu ViPNet PKI Client

CeprudukaTsl

Bnageney ceprudurara = Wapatens

<

<

|E| NiwgHbie cepTugmKaTs

HeaHoe MeaH MBaHOBHY

R595 Ossl Root
> [cloud 71] hitp:/192.168.78.71:9000
i Cert RS595 Ossl Root
(=D Rutoken ECP(40f366ca) Rutoken ECP
Rutoken ecp linux 2.0.0.2245 RS95 Ossl Root
Rutoken ecp 2.0.0.2235 R595 Ossl Root
rutoken RS95 Ossl Root
L Ceprrdmkatsl Apyrvx nonbacsatenei

CRYPTO-CA

Cpox QeACTEMA

18.03.2022 - 15.03.2032

30.08.2023 - 27.08.2033

19.09.2023 - 16.09.2033
19.09.2023 - 16.09.2033

20.03.2023 - 17.03.2033

16.08.2023 - 16.08.2024

[@ Coapams zanpoc

Bowntn

PucyHok 7. Mpocmomp cepmugbukamos 8 ViPNet PKI Client

5 UY106bI NPOCMOTPETL NOAPOOHbIE CBEAEHMUSA O CepTUdMKaTe, HAXXMUTE UMS BAaenbla cepTudmKaTta.

WNeaHos MBan MBaHOBMY

@ Ceprudukar geitcTeMTENSH

CepHRHBIA HoMep

Cpok AeAcTBWA cepTuduKaTa

ANropuTM KNkOYa nposepku 30

Bnapeneay cepTMMKaTa
WM3patenb cepTudmkata

CpoK AeHCTBUA Knoua 3M

MapameTpbl KNxua Npoeepru 30

g X

06wwue Coctag  MyTb cepTHhUKALWA

14:00:00:80:6B:BA:F7:00:F3:2C:62:88:33:00:00:0
0:00:80:6B

c 03.04.2025 no 03.04.2026
FOCT P 34.10-2012 (512)
Habop napametpos A (TK 26)
MeaHoB MBaH MBaHOEMY
CRYPTO-CA

c 02.04.2025 no 02.04.2028

[ EcTe kniou 3N ana aToro ceptuduxara

PucyHok 8. CeedeHus o cepmugukame

BHumaHue! Ecav npu npocMoTpe cBeAeHniA 0 cepTudmKaTe OH oTobpakaeTcs Kak

HeleiCTBUTENbHbIV WIN ero CTaTyC He yanocb NPOBEPUTb, CM. [poBepka cepTdUKaTOB.
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[lobaBneHwme Toyek
pacrpocTpaHeHmna CRL

Ecam B YL ecTb Toukm pacnpoctpaHeHnsa CRL 1 OHM AOCTYMHbI NO CeTu, Noce yCTaHOBKM cepTudmkaTa
YL, CRL 6yayT obHOBAATLCA aBTOMaTMYeckW. Bbl moxeTe npocmoTpets URL Touek pacnpocTpaHeHus B
CBOWCTBax CepTUPMKATOB, n3gaHHbIx YL, B nose Touku pacnpocTpaHeHns Crnmncka aHHYIMpPOBaHHbIX
cepTndmrKaTos.

Ecnn URL Touek pacnpocTpaHeHus B CBOMCTBaX CEPTUPUKATOB HET, 414 aBTOMATUUECKOro O6HOBAEHUA
CRL gobasbte nx B ViPNet PKI Client:

I'Ipwmeanme. ABTOMaTMUeckoe obHoBneHne CRL 13 Touek pacnpocTtpaHeHna MOXXHO
HaCTPOWUTb TONbKO ANA CepTVIq)VIKaTOB yLl,, YCTaHOBJIEHHbIX B JIOKa/lbHOE XpaHuauiie

KoMMbtoTepa.

[Jlob6asbTe Toukn pacnpocTpaHeHus CRL ans kaxzoro ceptudumkaTa U3 LLenoykn cepTudnKaTon

YL,

1 Y Bawero agmuHucTpatopa y3HanTe URL Toukmn pacnpoctpaHeHns CRL.

2 T[epeigmnte B HacTpoikn ViPNet PKI Client.

3 Bblbepute N3patenn CRL.

4 Bsepxy HaxmuTe @ [lo6aBuTb.

5 BbibepuTe cepTMdUKaT 1 HaxmuTe BoibpaTh.

6 Haxmute Ha BbIOpaHHbI cepTUdUKAT 1 Ha NaHeNUN CripaBa HaXXMUTE @ [o6aBuTtb.

7 Beeante URL Touku pacnpoctpaHenusa CRL, nepuog eé onpoca 1 Haxxmute .

8 UYtobbl fob6aBMTL URL 1 Nepuos onpoca cneaytrollein TOUKM, Ha MaHeNn cnpaBa Haxmute @

Job6aBunthb.
Hactporku ViPNet PKI Client 5 B
CRL
Mognues
Q| (@ Nobasum AD «MHpaTeKCx
Windposakne ALpPECa W NepHOS 0OHOBNEHHA [NoBasnTo
AD sMHpoTeKC 4
Ceprupuyars Defcteutenen ¢ 09.07.2021 no 09.07.2036

BhifaH HagaTenem: MUHKOMCERSE POCCHN hitp:/f/crypto.infotecs-nt/CertEnroll/ CRYPTO-CA.c 4

Waparenu CRL

MNepuop: | 4 nevb W
TLS

PucyHok 9. lobasneHue mouku pacnpocmpareHus CRL

9 Haxmute CoxpaHuThb.
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AkTyanbHble CRL ByayT aBTOMaTUUECKM CKaYMBaTbCs U YCTaHaBAMBATLCA B XpaHUauLWe cepTudurkaTos
Mpome>kyTouHble LeHTpbl cepTudmkaumm > Cnncok ot3biBa ceptudmkartos. [ogpobHee o HacTpolikax
1 cobbITUsX Npu aBToo0bHOBAEHM CRL cM. «PykoBOACTBO agMMHMCTpaTOpa».

MpumeuaHue. Ytobbl OTpeAakTMpOBaTh AN YAAAUTb TOUKyY pacnpocTpaHeHus CRL, BbibepuTe

€€ N HaXmuTe f nin @ COOTBETCTBEHHO.
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JKCMOPT CEPTUDMKATOB

Bbl MOXeTe 3KCMOpPTUPOBaTh INYHbIE CepTUdMKATBI U cepTUdMKaTbl NONyUaTeNel, yCTaHOBAEHHbIE B
ViPNet PKI Client, B dannbl popmata X.509 (*.cer, *.pem). 3TO MOXET NOTPebOBaTLCA, HaNpPUMep, A
apXMBUPOBaHWs cepTUGUKATOB WUV Nepegavn cepTudUKaToOB APYrUM MoJib30BaTeNsIM.

Iil Mpumeuanue. O6 3kcnopTe cepTudmkata ¢ knroyom 31 cm. [MNepeHoc cepTUdUKATOB 1 KArOYER
3l mexay ycTporcTBamu.

Y106kl 3kcnopTuposath ceptudukat n3 ViPNet PKI Client:
1 Tepengunte B HacTpoikn ViPNet PKI Client.

2 Bbibepure Ceptudukarbl.

L
3 Hanpotue cepTudmkarta HaxxmMmTe = > DKCNOPTUPOBATb.
4 B okHe JkcnopT cepTtudukata Boibepute dopmat paina 3kCcnopTa v HaxKMUTe DKCNOPTUPOBaTb.

5 YkaxwuTe nanky ans coxpaHeHus ¢pavina n Haxmute CoxpaHUTb.
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[lepeHOC CepTUPUKaTOB M KJIKOUEN
Sl mexay yCTpoMCTBaMM

JKkcnopT ceptudmkaTa 1 karoda Il B PFX-dainn

/‘\g BHumMaHwme! Bbl MOXeTe 3kCcnopTMpoBaTh cepTnudukat BMecte ¢ karovom M1, ToAbKo ecan npwm
CO3J,aH1K 3anpoca Ha 3TOT cepTudmKaT katoy 3l Bbln MOMeUeH Kak 3KCMOPTUPYEMBbIN.

-

Mepengute B HacTporikm ViPNet PKI Client.

2 Bbibepute CepTtudukarsbl.

3 Haxwmwure ﬁ 1 BblbepuTe JInuHble cepTUduKaTbl.

Hanpotus ceptugpukara HaxxmmTte = > IKCNOPTUPOBATD.

N

B okHe dkcnopTt ceptudmkata Boibepute PFX (c kntouom 3MM) 1 HaxmuTe IKCNOPTMPOBATD.
YKaxuTe UMs U NyTb Ana coxpaHeHuns PFX-daina n Haxkmute CoxpaHuUTb.
3asavite n noaTBepAnTe Naposb PFX-daiina.

Bb|6ep|/|Te aaropumTtm LLII/ICI)pOBaHI/Iﬂ NN OCTaBbTeE 3Ha4YeHMEe NO YMOAYaHUIO.

O 00 N o wun

Haxxmute Mpoaomxkntb 1 BBeante napoab xpaHuauia ViPNet PKI Client.

CepTudwkat v kitod 3 6yayT coxpaHeHbl B PFX-daiin, KOTopbIli Bbl MOXeTe MePEHEeCTV Ha Apyroe
YCTPOWCTBO.

BHumaHue! Paiin ¢ ceptudukatom 1 kntouom Il nepeHocKTe Ha Apyroe YyCTPONCTBO TONbKO
/A\ J0BepeHHbIM cnocoboM. Hanpumep, cnonib3yiiTe 3alUMILEHHbIN KaHa AW BHELLHee
YCTPOWCTBO, HO HE UCMONb3YITE INEKTPOHHYHO MOUTY UM CETEBbIE XPaHWUANLLA.

NmnopTt ceptudmkata n karoya 3 n3 PFX-danna

1 Mepengute B HacTporikm ViPNet PKI Client.

2 Bbibepure Ceptndukarsbl.

3 Haxmure @ [o6aButb ceptudpukat unm CRL n ykaxunte nytb k PFX-dainny.
4 Bepute naponb PFX-daiina.

5 B okHe Job6aBnenHne ceptudumkartoB n CRL HaxmuTe lo6aBUTD.
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Jo6aeneHue cepTudmkaTos M CRL %
MNetpoe Netp NeTpoeWy.pfx - PKCS #12 (PFX)

Bnageney Tun

MeTpos Metp MNeTposnd El Nwn4xbin

Bcero 1 anemeHT. JoBasuTb 3aKpbITh

PucyHok 10. imnopm cepmucbukama u karoda 31

6 YKaxuTe MecTo XpaHeHWs KOHTeMHepa KItoYeln:
o Xpanunuwe ViPNet PKI Client — HaxmuTe MpoaomKUTb 1 BBEAMTE Napob.

Ecnm xpaHmauiLe ewé He co34aHo, 3aZalTe NMs KOHTelrHepa u HaxkmuTe Mpogoikutb. 3agante
N NOATBEPAUTE NapOb XPaHUIMLLA.

o TokeH — 3asaiTe MM KOHTENHepPa, NOAK/IHUNTE TOKEH U BbibepuTe ero B cnucke. Haxmute
Mpoaomxuntb 1 BBeante PIN-kog OT TOKeHa.

7 Haxmwute 3akpbITh.
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[lepeHOC CcepTUPUKaTOB U KIKOUEN
Sl B 061a4UHBIM CEPBUC

Ecav B Bawei opraHmnsauum ncnonbsyetcs obnaunbii cepeuc ViPNet PKI Service, Bbl MoXeTe nepeHecTu

cepTudumkart u katou 3l 13 xpaHuaua ceptndrKaToB NOKaNbHOTO KOMMbIOTePa B 061auHbIN cepBuc
Hanpsamyto u3 ViPNet PKI Client, 6e3 skcnopta B PFX-datin.

BHumaHwme! MNocne nepeHoca B 06aauHbIn cepBuc ceptrdurkaTt u knroy 3 6yayT yaaneHbl 13
XpaHwmLa cepTmdmkaToBs. Bbl He cMoXeTe NCno/ib30BaTh WX

A

= e And nojnucaHus v paclumdpoBaHuna dpaiaos 6e3 noAkaoueHNs K 06aauHOMy cepBuUcy;

® AN NOAK/IOUEHNA K TYHHENNPYEMbIM pecypcam ¢ ayTeHTUdMKaL e noib3oBaTens.

Bbl MOXeTe nepeHecTv cepTudumKat 1 katod 3M1, ToNbKO ecnu:
® NpW CO3AaHMM 3anpoca Ha 3TOT cepTudukat katoy 3l Bbia NOMeYeH Kak 3KCNopTUPYEMBIW;

e cepTUdMKAT He UCMOAB3YETCA AS MOAKIOYEHNS K TYHHENUPYEMBIM pecypcam Uan K 061auyHoMy
cepsucy;

e nepeHoc cepTnduKaToB 1 katouet Il BkOUEH agmumHucTpaTopoM ViPNet PKI Service;

e ucnonb3yetca ViPNet PKI Service Bepcun 2.3.0 nav BbliLue.

Ytobbl nepeHecTn cepTudukaTt 1 katod 3l B o6aauHbIN cepBUC:
1 MMepengute B HacTporikm ViPNet PKI Client.

2 TlogkntoumTech K 061a4HOMy CepBucy.

3 Boibepute Ceptndukarsbl.

4 HaxmuTe ﬁ 1 BbibepuTe JINuHble cepTUdMKaThbI.

Ll
5 Hanpotus ceptudwkarta Haxmute = > MepeHecTn B 06nauHbIi cepBuC.
HaxxmuTe MpoaonknTb.

Beeaute naponb xpaHuamua ViPNet PKI Client.

o N o

MpoBepbTe, UTO cepTMdUKaT oTobpaxaeTca B crncke obnayHbIx cepTUdUKaTOB:
8.1 CneBa BBepxy HaxxmuTe O

8.2 Haxwmwure ? n BbibepuTe CepTdukatbl B obnake.

ViPNet PKI Client Linux. PykoBogcTBO nosb3oBatens |
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YaaneHme ceptmdukaTtoB 1 KIKOUen
Bl

1 Mepengute B HacTpolikm ViPNet PKI Client.

2 Ytobbl yaanutb ceptndurkaTt u karou M, xpaHawmecs B 061a4HOM cepBurCe, MOAKNOUNTEC K
obnavyHOMy cepBuCy.

3 Boibepute CepTtudukarsbl.

4 BBepxy HaxmuTe l-l 1 B Cnicke BbibepuTe rpynny cepTndrKaTos.

L
5 Hanpotus cepTudmrKaTta HaxXMuTe = > YaanuTtb.
6 Bbibepute MoaTBepikAato yaaneHme <uMmsa Bnagenbla ceptudukara>.

7 Y706bI yaannTb katoy 3M, COOTBETCTBYIOLWMIN cepTUdUKaTy, Hanpumep, NPy aHHYAMPOBaHKM
ceptTudukaTa, yCTaHOBUTE COOTBETCTBYHOLLMI GAAXKOK U HAXMUTe YaanuTb cepTudmkar.

BHumaHue! BocctaHoBUTL katou M1 Henb3s.

/\ﬁ dnaxok YAanuTb KoY 31eKTPOHHOW NOAMNMUCH, COOTBETCTBYHOLLMIA cepTUdmKaTy He
oTobpaxkaeTcs, ecam cepTUdUKAT HE COAEPXKUT MHDOPMALIMIO O PacMONOXKEHNUM Katoya I
(Hanpumep, Npwv yaaneHun cepTuoukaTa noaydartens).

8 B 3aBMCUMOCTM OT MecTa XpaHeHwus kitoua I

o Xpanunuue ViPNet PKI Client — Beegute naponb xpanunanwa ViPNet PKI Client n Haxxmunte
MpoaoKnTb.

o TokeH — BBeaute PIN-kOZ OT TOKeHa.

MNpumeuanue. Ecin Bbl yaansete ceptnédukar ns kateropumn CeptrudukaTtbl Apyrux
nosb3oBaTtesieil, NOATBEPANTE YAaneHNe cepTuduKaTa n HaxMuTe Yaanute ceptudumkar.

ViPNet PKI Client Linux. PykoBogcTBO nonb3osatens | 46



Icmob30BaHM
cepsmcos Il

06 obnauHbIx cepsumcax Il

Mepeps NnoakntOUYEHNEM K CepBUCYy
HacTporika noakitoueHus K cepsucy
MoakntoueHme K cepBumcy

CMeHa naposist y4éTHOM 3anmncy noab3oBaTtens

e 0H61aYHbIX

48
49
50
51

52
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O6 obnauHbIx cepBucax I

Ob6nauHble cepBuchl N NCNONB3YOTCA B KOPNOPATUBHbBIX CETAX ANA OpraHM3aLmm 3N1eKTPOHHOTo
AokymeHToobopoTa. C nomoLbto obnayHoro cepeumca 3 MOXHO NOANUCLIBaTb U paclMPpoBbIBaTb
dannbl, a Takxe nposepaTb I dannos.

Ecav B Bawei opraHunsauumn ncnonbsyetcs obnauHbii cepsuc ViPNet PKI Service, Bbl MoxeTe paboTathb €
HuM m3 nHtepodelica ViPNet PKI Client. B npouecce yctaHoBku cepTudmkata katod 3l coxpaHnUTcs B
obnayHom cepsuce 3.
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[lepes NOAKMOUEHMEM K CEPBUCY

1 TllonyuuTte y Bawero agMuHucTpaTopa:
o aapec ViPNet PKI Service;
o €nocob NOAKNOYEHMS W AOMOAHUTENbHbIE JaHHble (CM. TabauLy).

Tabauya 2. Cnocobbl nodkitoHeHUs u 00NoIHUMe IbHble OaHHbIe

Cnoco6 nogkntoueHus JononHnTeNbHble AaHHbIe
HTTP, nms n naponb VIM#A 1 pa3oBbIi Naposib YY4ETHON 3anuncu
HTTPS (TLS FOCT), ums 1 naponb e VIMs 1 pa3oBbIvi Napob YYETHON 3anuncy;

e KopHeBow ceptudukart YL, B koTOpom m3gaH ceptudumkar
ViPNet PKI Service, a Takxe Bce cepTndurKaTbl LLEMNOYKM 1
cootBetcTBytowme CRL

HTTPS (TLS FOCT), ceptndukar e KopHeson ceptudukar YL, B koTopom usaaH ceptudukar
ViPNet PKI Service, a Takxe Bce cepTndurKaTbl LLENOUKM 1

cootBeTtcTBytowme CRL;

e Crivcok YL, B KOTOPbIX MOXHO NOAY4YnTb CepTUdMKaT AnA
noakatoyeHns Kk obnauHomy cepsucy 3l

2 Ecnv Bbl NogxtoyaeTeck no npotokoay HTTPS, yctaHoBKTe noslyueHHble cepTuduKaThl U3gatesei 1
CRL.

3 Ecav Bbl nogkaroUaeTech € MOMOLLbLO cepTudmKaTa:
3.1 Yto6bI cnonb3oBaTb KAtoY 3 1 cepTUPUKAT Ha TOKEHE, MOAKIFOUNTE Er0 K KOMMbOTEPY.
3.2 Monyuunte ceptudumkat B YL, n3 cnmcka, BblAaHHOrO agMUHUCTPATOPOM:
3.2.1 Co3gaiTte 3anpoc Ha ceptudumkar.
3.2.2MNepeaaite 3anpoc B YLI.

3.2.3MonyuunTe ANYUHBIA cepTUdUKAT NONb30BaTENS, @ TAKXKE MPU HaMUNKN CepTUPUKATbI BCEX
YU, n3 yenoukun n coorsetcreyrome CRL.

3.3 YcraHoBwuTe nony4yeHHble ceptndukatbl 1 CRL:
e JINYHBIN — B XpaHWIVMLLE UAN B XPaHWUIULLE N HA TOKEH.
e  KopHeBble 1 npomexyTouHble cepTudurkaTol nsgatenen n CRL — B xpaHuauLe.

3.4 Tepepante MnuHbIN cepTMdmMKaT BalleMy agMnMHUCTpaTopy. MNMocne ero gobasneHuns B Bally
YYETHYIO 3anunCb Bbl CMOXETE NMOAKNOUNTLCA K obnayHoMy cepsucy IM1.

4 HacTpoiTe NogKIoUeHne K CEPBUCY.
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HacTpomka NOAKMOUEHMA K CePBUCY

1 Tepeigute B HacTpoikm ViPNet PKI Client.
2 Bbibepute [*Y o6naunbie cepBuChI.

3 Brnounte @D Vcnonbsosats $YHKUUKM obnayHoro cepBsuca.

4 Haxwmwure @ [o6aBnTb 1 ykaxure:
o Ha3BaHMe 0bnayHOro cepBuCa;
o aapec n nopt ViPNet PKI Service;

o pexwum ayteHTMdMKaumu. Mpun Beibope pexxnma ayTeHTUdUKaLMK MO cepTudumKaTy Bbibepute
cepTMdUKaT ANA NOAKNOUEHMS K CEPBHUCY.

5 Haxmute .

6 YTO6bI NPOBEPUTH COEAMHEHNE C CEPBICOM, HABEAWTE Ha HETO KYPCOP W HaxmnTe L.

@D Vicnonbsoeatb pyHKUMM 06nayHoro cepeuca

HacTpo#Te ¥ yKaxuTe UCNoNb3yeMblit Cepauc

@ Moanuch
0
L

o Wndposanue

Npeanarats npoeepATs 3 B o6nake MNpeanarars pacwupposarmne 8 obnake
@ Cepruduxarni

@ Wapatenu CRL P (i " A Q @ fo6asuTo
TLS
o Haagauue w Appec Mopr =
(@) Tynmenn ViPNet PKI Service http://192.168.78.71 9441 => ) X

O 06naunbie cepBrchI

PucyHok 11. Hacmpolika nodkaroueHus k obaaqyHomy cepsucy 31 (Ha 6aze ViPNet PKI Service)
7 YT06bI OTPesakTMpPOBaTb UM YAaIUTb 0B6NaUHBIV CEPBUC, HABEAMTE Ha HEFrO KYPCOp U HaxXMuTe 4
nam E COOTBETCTBEHHO.

8 UYrtobbl ViPNet PKI Client npegnaran nposepsaTte nognuce B obnauHom cepsuce 31, ecam npu
NpoBepKe NOAMUCU He YAaNoCb NPOBEPUTb cepTudMKaT NOANMUCaHTa C MOMOLLbIO CepTUPUKATOB,
YCTaHOBJNIEHHbIX B XpaHuauLe, Bbibepute Mpegnarate npoBepaTs 31 B obnake.

9 UYrobbl ViPNet PKI Client npeanaran pacwmdposbiBath dann B obnauHom cepauce 31, ecan
NOAXOAAMIN AnA paclndpoBaHUa cepTUdUKAT He HalAeH B XxpaHuaulle, BbibepuTe Mpeanaratb
pacwudpoBaHue B obnake.

10 Ecam Bbl f06aBUIM HECKOIBKO CEPBUCOB, B cnncke Mcnonb3yemblin cepBuc Bbibepute TOT, K
KoTopoMy ByaeTe NOAKAHOHATLCA MO YMOTHAHUIO.

11 Haxmute CoxpaHuThb.

12 Ecau Bbl gobaBnsieTe 0b6auHbI CEPBUC BMEPBbIE, 3aKPOWTE 1 3aHOBO 3anyctute Hactpoikin ViPNet
PKI Client.

13 MoakntounTech K obaayHomy cepsucy 1.
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[loaknroueHmne K cepBmcy

ViPNet PKI Client 6yaet nogkntouatbcst K obnayHomMy cepsumcy Ir1:

e MpW BbINOJIHEHMM OMepaLuii C UCNOAb30BaHNEM cepTUdMKaTOB 1 katouen I, XxpaHUMBbIX B
obnayHoM cepsuce 3r71;

® NpPOCMOTpPe 1 Bbibope cepTUHMKaTOB A8 NOANUCHY, XPaHUMbIX B 06nayHoM cepsuce IT;

e CO3jaHMKM 3anpoca Ha cepTudukat B obnauHom cepsumce M.

npO,D,OJDKI/ITe!leOCTb ceccum — 1 yac. Nocne 3toro n0Tpe6yeTcn NOBTOPHOE NoAKNHOYEHNE.

MoakntoueHne ¢ NOMOLLbIO cepTudmkaTta

1 Tepengunte B HacTpoikn ViPNet PKI Client.

2 Bbibepute [®Y 06naunsie CepBUCHI.

3 B cnucke Ncnonb3lyemblin cepBuc BoibepurTe 0b1auHblIi cepBuC.
4 CnpaBa BBepxy Haxmute 5 BonTy,

5 B 3aBMCMMOCTU OT MecTa XpaHeHua karoda Il1:

o XpaHunuuwe ViPNet PKI Client — BBeguTe naponb xpanmanwa ViPNet PKI Client n HaxmuTe

MpoaoKnTL.

o TokeH — BBeaute PIN-kOZ OT TOKeHa.

MNoakntouYeHne C MOMOLLBEO MMEHWN 1M Maposa YYETHOM 3anncu
1 Tepergunte B HacTpoikn ViPNet PKI Client.
2 CnipaBa BBepXy HaxmMuTe S Boww,

3 BseguTte vMs 1 Napo/ib YYETHOW 3aMncK 1 HaxxMuTe BownTu.

AyTeHTuduKaLma x

Bxog B 06NauHbIA CepEMc
[ViPNet PKI Service] https:/f192.168.78.71:9441

Hma nonvaosatens

pkis_user

MNapone:

PucyHok 12. [ModknroueHue k obaauyHomMy cepsucy [T ¢ noMowbio UMeHU U naposis yyemHoli 3anucu
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CMeHa nNapoas yY4eTHOM 3armcu
NOJ/1b30BaTeNs

1 TMepengute B HacTpoikn ViPNet PKI Client.
BbibepuTe [*Y o6naunbie cepBuChI.

B cnncke V|CI'IO}1b3yeMbII7I cepBuc Bbl6epI/ITe obnauHbI cepBnC N NOAKIHOUUNTECE K HEMY.

A W N

CrlpaBa BBEPXY HAXMUTE Ha NMA NONb30BaTeENA U Bbl6epI/ITe CmeHUTb naposb.

5 3apaiiTe n NoATBEPAUTE HOBbLIV NapoJb U Haxmute N3meHUTb.

Cosert. Ecav Bbl 3abb1nK CBOV Napo/b 1 XOTUTE MONYUYNTb HOBbIV, 06paTUTECH K BalleMy

aAMVIHUCTPATOPY M MOAYyYNTe Pa3oBbIi Napob. [pu NEPBOM MOAKIHOUYEHWNN CMEHWTE €70 Ha
MOCTOAHHbIN.
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[loannch 1 3alinppoBaHme
Gannos

TpeboBaHua Kk cepTudurKaTaM Aaa NOANUCK U 3aiMdpoBaHMs 54

Mopsagok noanucaHunsa danna
Mopsgok 3awmndpoBaHma panna

MoanucaHune v 3awmndposaHve darina

55
58

60
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TpeboBaHUa K cepTudmKaTam ANf
NOANNCK U 3alUMPPOBaHMA

o CepTtndukaT AeCTBUTENEH.
o JInyHbIN cepTndUKAT, KOTOPbIN NCMONL3YETCA ANA NOAMUCH:

o YCTaHOBJEH B OAHY U3 KaTeropuii: JinuHele ceptudukatol, Ceptudmrkatbl B obnake nav
CepTuduKaTbl Ha BHELLHUX YCTPOMCTBAX;

o COAepXMT paclmpeHmne Micnonb3oBaHne KjaroYa co 3HaueHnem Lindpposasa nognucob.
o Ceptndukat noayyatens, KOTOPbIA UCMOAb3YyeTCA A1 3alndpoBaHumsA:
o YycTaHOBAeH B kaTeroputo CepTudukatbl A4PYrmx nosb3oBaTenei;

o CcoaepxuT paclumpeHmne Ucnonb3oBaHue katoua co 3HadeHvem CornacoBaHme Karouen.

BHumaHwue! Ecam Baw CepTMq)I/lKaT nin CepTMCbI/IKaT nonydyartesa He COOTBETCTBYET
Tp66OBaHI/lﬂM, Bbl HE CMOXKeTe Bbl6paTb ero ana noanncum nanm BaLUM(‘prBaHI/IFL

>
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[lopaaok noanmcaHma damnna

1 O3HakombTech ¢ TpeboBaHUAMYU K CEpPTUPMKATY NOAMUCK.
MoAroToBbTE NMUHbIV cepTudUKaT 1 karoy 3.

HacTpovite napameTpbl npoLecca NoAnucy.

H W N

MoanuwunTe Garabl N Nepesante nx noayyatensiMm ntobbiM y406HbIM cnocobom.

HacTpolika NapamMeTpoB NpoLecca noAnmcK

-_—

Mepenante B HacTporikm ViPNet PKI Client.

2 Bbibepute Moanuce.

3 Y106bI MCNoAb30BaTh cepTUdUKAT NOANUCK, XPaHALLMIACA B 0BNAUHOM CEPBUCE, MOAKIOUNTECH K
obnayHoMy cepBuCy.

4 Haxmute IEI BbibpaTtb cepTudukar.
5 BbibepuTe cepTudukaT U Haxxmute BblbpaTb.

6 UYTobbl coxpaHuTb I 0TAENBHO OT NMoAnuckiBaemMoro danna, cHuMmTe dnaxok UcnonbsoBatb
NPUKpPENIEHHYIO NOANUCH (COXPaHUTb JOKYMEHT U NMOANUCL B ogHOM daitnie *.sig).

Mo ymonyaHuto 3 npukpenaseTcs K nognuceiBaeMomy dariny.
7 YcraHOBUTe COOTBETCTBYHOLME BAaXKKN:
o u4TO6bI MCnoab3oBaTb Noanuce dopmarta XMLDSig;
o COXpaHATb Gainbl B KogMpoBke Base64.
8 UYt0b6bl f06aBMTL K Il NOATBEPXKAEHME TOYHOTO BPEMEHWN nognucaHuns Ganna:
8.1 YcraHoBuTe Ppnaxok o6aBUTb B NOANUCH LWITaMM TOYHOTO BPEMEHU.

8.2 B nose Aapec TSP-cepBepa ykaxunte URL-agpec cepsepa:

http://<IP-ampec wuiaM OOMEHHOE WUMS>:<IOopT>

8.3 T[lpoBepbTe coefnHeHNEe C CepBEPOM LUTAMMNOB BPEMEHMN.

BHumaHme! YT106bI ncnonb3oBaTh ykasaHHbIM TSP-cepBep Npu NOANMCaHUM C MOMOLLbIO
ceptndukata n kntoda 3, xpaHsaweroca B obnauHom cepsumce Il

e B obnauHom cepsumce Il gonkeH 6biTb ycTaHOBEH cepTudunkat YL, nsgasliero ceptndukar
TSP-cepBepa, a TakxKe Npu Hannunm cepTudukatbl Bcex YL, 3 uenoukn n cootBeTcTBytoLWME
CRL.

>

e O6nauHbili cepauc I gomkeH UMeTb JocTyn K TSP-cepBepy.
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9 o ymonuaHuto BCe NoANMCaHHble Gaiibl COXPaHAIOTCA B KaTalor /home/<mMs MONIB30BATENA>.
YT106bI U3MEHUTL 3TOT KaTanor, Haxmute O630op.
HacTpoiikn ViPMet PKI Client - 0O Xx
MapameTpbl N0 YMONYaHHUIO ANA NpoLecca Nognucu ™ Bo#ATh

10 Haxxmnte CoxpaHuTb.

1 @

[}
o
o

as @

MoanMes

LWndpoBaHue

CepTudukarhi
Hapgatenu CRL

T

TyHHenu

O6nayHble cepanchl

XpaHuNuILE KNoveR

MmnopT

Nuuenana

0 nporpamme

CepTrduKaT nognucH

Wearos Mean MeaHosmy
JeAcTeuTenex ¢ 16.08.2023 no 16.08.2024
Buigan wagarenem: CRYPTO-CA

E CMEHWTE CEpTHDHKAET

[pyrre napameTpoi

Wcnons308ath NPMKPENNEeHHYH NOANKCE (COXPaEHWTE AOKYMEHT M NOANWCH B 0AHOM haine *.sig)
O Mcnonbsoaats nognwues hopmata XMLDSig ana XML-dannos

O CoOXpaqHATL B KOAWpOBKe Basebd

LoG380Te B NOANKCE LWTEMN TOUHOTD BPEMEHN

Appec TSP-cepeepa http://crypto.infotecs-nt:8777/tsp MposepuTs

MyTh COXPAHEHWA PE3YNETATOR MOAMMCK

fhomeftester/Documents/TIOANKCE

OB3op...

CoxpanuTe | OTMeHa

PucyHok 13. Hacmpolika napamempoe 31

[loanwncaHme danna

1

3anyctuTe File Unit 1 BbINOAHUTE OAHO U3 JENCTBUIA:

@)

@)

MepeTawmTe dannbl B rnaBHoe okHo File Unit.

HaxxmuTe BbibpaTthb ¢daitnbl 1 BoibeprTe OANH MM HECKOBKO painos.

MprMeyaHue. YTobbl NPoCcMOTPeTb Gai, BbIbPaHHbIA ANA NOANUCK, HAXMUTE ero UMs B
cnucke BoibpaHHble daiinbl.

YT06bI MCNONb30BaTh cemechKaT noanncum, XpaHﬂU.LMP‘ICﬂ B 06/1aUHOM cepBuce:

2.1 Beepxy Haxmute 5 BOWTH,

2.2 BeawTe UMs 1 Mapoab YYETHON 3anmcu 1 HaxxmuTe Bontn.

Cnpasa BbI6epuTe Moanucatb cepTndumkKaTom.
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ViPNet PKI Client o

(©) BbipanHbie daiinbi @ noasum: > Boiti HocTynHbie onepamn
[& TekcToBoin pokymenT N21 txt 98 B » MNMognncaTb cepTuduKaTomM
[ TekcroBoin pokymenT N22.txt 2006 X MeaHoB MeaK MBaHoBMY |£l

DNencTeuTeneH ¢ 16.08.2023 no 16.08.2024
Boigan wagatenem: CRYPTO-CA

O 3awndpoears gna nonyuatenen

A I'Iapauerpbl nNognHucH
Mcnonb3oBaTh MPUKPENNEHHYK NOAMKC (*.5ig)
ﬂ,uf}'aumb B NOANKCH LWITAMN TOUHOMND BpamMeHH

CoxpaHATb (annsl B nanky:

/home/tester/Documents/Mognuck .

D OTRPhITb nanky HasHaJeHwa

= e

PucyHok 14. ModnucaHue ¢gatina

4 BbibepuTe napameTpbl NOAMNCH.

Y1obbl BbIOpaTh APYron cepTUduKat NOAMUCKU, HAXKMUTE Ig

5 Haxwmurte Mognucats.

Mpumeyvanue. Ecav ana nognucanus dainna Bbl Beibpanu ceptndukat, XpaHALLMACS B

- obnauHoM cepsuce Il, MOXeT NOTPeboBaTLCSA NOATBEPXKAEHME onepauun. Beeaute ko
noATBepPXAEHMWS.

6 B 3aBMCMMOCTW OT MecTa XpaHeHnA KOHTeIZHepa KAOUen:

o Xpanunuue ViPNet PKI Client — Beegute naponb xpaHuauwa ViPNet PKI Client n HaxxmuTe
Mpoponxuntsb;

o TokeH — BBeaute PIN-kOZ OT TOKeHa.

.f BHumaHwme! Mocne gecat HeyaauHbIx NonbITok BBOAa napos File Unit, Web Unit n HacTpoitku
ViPNet PKI Client 61okmpytoTcs Ha 15 MUHYT.

B BbIGpaHHYto nanky byayT nomeLleHbl dannbl:
o *.sig, ecau Bbl Bbibpanu npukpennéxnyto 31;

o *.detached.sig, ecau Bbl Bblbpanu otkpenaérHyto 3.
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[lopaaok 3aWmndpoBaHna dania

1 O3HakombTech ¢ TpeboBaHUAMM K cepTUdMKaTy NosyyaTens 3awmndpoBaHHbIX Gannos.
3anpocuTe y nonyyatenei 3awmdpoBaHHbIX GarinoB ux ceptndukartbl.
YctaHOBUWTe nostydeHHble cepTudukaThl: BbibepuTe TMN Jpyroi.

Hactpoite napameTpbl wWrdpoBaHms.

v A W N

3awmndpynte daisibl U Nepegante UX Noay4vaTensiMm AH6bIM yA06HbIM cnocobom.

HacTponka napamMeTpoB 3alMPPOBaHNA

1 Tepengunte B HacTpoikn ViPNet PKI Client.

0
2 Bbibepure Ln¢posaHue.

3 Yt06bl NOBTOPHO He BbIbUpaTb cepTndmKaThl NoayyaTenein npu 3awmndposaHum dannos, co3gante
CMMCOK noJsiyyaTenem:

3.1 B cnucke MonyuaTtenn 3awm$ppoBaHHbIX GaloB HaxXMUTe @ [ob6aButhb.

3.2 BbibepuTe cepTudukaTbl noayyatenein n Haxmmte BoibpaTb.

HacTtpoiku ViPNet PKI Client = (o) e

= MapameTpel Mo yMon4yauuio Ans npouecca wWudposanua © Boitn

@ MNegnnce

MonyuaTenw sawndposanHbix damnos () fobasuTs Apyrue napamerpol
;';0, LWndposarue

ApxusupoBath Gaanol (ece aoGasneHHole Gaano
GyayT ofbegMHEH B OfWH ApXMB, apXve GyaeT
3alWHppoBaH)

Metpoe Metp NeTpoauKy X
E CepTuiuraTsl HAencTeuTened ¢ 16.08.2023 no 16.08.2024

Bbigan wapnatenem: CRYPTO-CA

Waparenu CRL

[0 Coxpawats B Koguposke Base6d
@ TLS ANropuTM™ Wk posaHua:

[E) Tymuenn rOCT P 34.12-2015 Kyaueuuk v

CoxpaHATe 3awndposaHHbie gannbi B Nank
Y O6naunsie cepamchi P bp b ¥

/home/tester/Pabounia cTon/3awndposarue .

@ KpaHunuwe Knoden

CoxpaHATb paciundpoBaHHbie Gainbl B nanky

/home/tester/Documents/Pacwndposarue .

@ WMMRopT 1 3KCNopT

NuuexHsHA

E CooflwmTb 0 npobneme

OTMeHa
@ 0 nporpamme m -

PucyHok 15. Hacmpolika napamempos wiugposaHus
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MpumeyuaHue. YTob6bl yaanuTb cepTudmKaT noayyatens ns crmcka, HaxxMmuTe )(

4 CnpaBa BblbepuTe NapameTpsbl 3alMPpPoBaHUa N HaxkmuTe CoxpaHUTb.

3almdpoBaHre danna

1

B File Unit BbiNnoNHWTE OAHO U3 AEWACTBUIA:

o [MepeTtawute dalinbl B rnaBHoe okHo File Unit.

o HaxwmuTe Bblbpath ¢aiinibl 1 BbibepuUTe OA4UH NN HECKObKO $aliioB.

cnvcke BolbpaHHble daiinbl.

MpumeyaHue. YTo6b1 NpocMOTPeTh daitn, BbIOpaHHbIN 415 3alLndpPOBaHUS, HAKMUTE €ro UMs B

2 Ha naHenn cnpasa BbibepuTe 3awmndpoBaTtb AN NoayyaTenen.

(© BobibpanHbie daiinbi

ViPNet PKI Client

- 8]
[locTynHbie onepauum
O noanucars cepruduxarom
3awmudposaTs ANA NonyuaTened @ Llo6asuTs
X

Aencrautenex ¢ 16.08.2023 no 16.08.2024
Boigan usparenem: CRYPTO-CA

MNapameTpsl wWHpposaHua

Apxueuposartb dainol (8ce gobasnexHbie annbt
GyRyT oGveanHeHbl B8 OAUH apXus, apxus Gyaer
33wndposan)

ANroput™ wrdpoBaxus

FOCT P 34.12-2015 Ky3sneunx v

CoxpaHATb Gannbl B NanKy:

/home/tester/Pabouni cton/3awndposamune

O Orkports nanky HasHaueHua

PucyHok 16. 3awugposaHue ¢alina

Bbibepute napametpbl 3amdpoBaHms.

HaxxmuTe 3awmdposathb. B BbibpaHHyto nanky 6yayT nomMeleHbl 3alwimdpoBaHHble ainibl * .enc

WAn *.zip.enc.
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[loanmncaHve 1 3andpoBaHme
danna

1 B File Unit BbINONHWUTE OAHO U3 AENCTBUIA:
o TMepetawute dainbl B rnaBHoe okHo File Unit.

o HaxwmuTe BbibpaTh ¢aiinibl 1 Bbibepute OA4UH MM HECKObKO $alinoB.

MpumeyaHue. YTob6bl NpocMOTPeTh Baii, BbIOpaHHbIN Aa58 NOANNCA U 3alLMPOBaHNS,
HaXXMWTe ero nms B cnvcke BelbpaHHble dannbl.

2 YT0b6bl MCNoNb30BaTh CEPTUGUMKAT NOAMNCH, XPaHALLMINCA B 06N1aUHOM cepBuICE:

2.1 Bsepxy Haxmute 5 BoWTH,
2.2 Beepgute nma 1 naposib y4ETHOW 3anNuncK 1 HaxmuTe Boitn.

3 Ha naHenn cnpaBsa BbibepuTe Mognucatb ceptnudmkaTom 1 3awmdposaTtb A NoayvaTenei.

ViPNet PKI Client S B &£
(©) BoibpauHbie daiinb @ Rota HocTynHbie onepauwm
B file1.txt 2136 h 4 MognKHCcaTh CepTHRMUKATOM
@ file2.txt 4.2K6aar X WBaHoE 3H MBaHOE E
Dedctentened ¢ 24.04.2025 no 24.04.2026
Bobinad aparenem: CRYPTO-CA
SawndposaTe ANA NONYYaTENEA (—B LobBasuTe

OeactewtenseHd ¢ 25.04.2025 no 25.04.2026
BoigaH waparenem: CRYPTO-CA

~ MapaMeTpsl NORNUCH W WWHPOBAHUA
HMCnonB30BATE NPHKPENNEHHYIO NoANUcE (*.sig)
AoGasnTo B NOANKE L WTAMN TOUHOMD BpaMEH

ApPXHBWDOBATE harnsl (Boe goGasnexkHbie hains
GynyT ofneaMHEHD! B OMH apxuMe, apxus Oynet
FAWKBPOBAH)

ANropuTM WKHPoBaHKA:

FOCT P 24.12-2015 Kyaseumk w

CoxpaHATb Garne B nanky:

Fhome/User/Downloads .

D OTKPBITH NANKY HA3HaYeHUA

=

PucyHok 17. O0HospemeHHoe nodnucaHue u 3awugposaHue gaiina

4 BbibepuTe NapaMeTpbl NOANUCK U 3aIMdPOBaHUS.

5 Haxwmure Noagnucatb u 3awmndposaTb.

6 B 3aBMCMMOCTM OT MecTa XxpaHeHus cepTudukaTta nognmncanHTa:
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o XpaHunuuwe ViPNet PKI Client — BBeguTe naponb xpaHmauwa ViPNet PKI Client n HaxxmunTe
MpopomkunTsb;

o TokeH — BBeanTe PIN-koa oT TOKeHa.

g BHumaHue! MNocne gecatn HeygauHbIx NonbiTok BBoAa napos File Unit, Web Unit n HacTpoikn
ViPNet PKI Client 6n10okupytotcs Ha 15 MUHYT.
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/4

PaboTa ¢ darnamu,
1ONlYYEHHbBIMW OT APYrX
10/1b30BaTeNEeN

MonyueHWe NoANUCAHHbIX U 3aWMbpPOBaHHbIX $pannos 63
Mposepka 3 64
PacwundposaHue daiina 66
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[lonyyeHmne noAnMCaHHbIX U
3aWMPPOBAHHbBIX GaNIOB

Ecav Bbl nonyunan darin ¢ paclumpeHvem:
e *_.sig— nposepbTe IT;
e *_enc — pacWwndpynTe;

e *_.sig.enc — pacwmdpyiTe, a 3aTeM nposepbTe M.
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[Toosepka I

1 B rnaBHom okHe File Unit BbINOAHWUTE OAHO U3 AEeNCTBUI:
o MepetawmTe Galnbl *.sig B rMaBHOE OKHO NPOrpamMMbl.
o Haxmute Bbibpatb ¢daiinbl 1 BbibeprTe OANH NAN HECKONBKO PaliioB *.sig.
2 Ecau Bbl BbIBpann Heckobko $alinoB, HaxMute & HanpoTUB UMEHW palina As NPOBEPKM.

3 [Ana nposepku 3l no TpeboBaHUAM kBannpuumposaHHon 311 Beibepute MpoBepuTb No
TpeboBaHuam K3r.

4 Yrtobbl npoeepuTs Il
o B ViPNet PKI Client — HaxmwuTe Mposeputb 3.

o B obnauHom cepsuce — Haxxmute Mpoeeputb II B obnake.

MpumeyuaHume. Mpu NpoBepke OTKPenNEHHON I MoXeT NoTpeboBaThCs BbIOPaTh NCXOAHDBIN

dann:

® ecan UcxoaHbIn dara n dakia NogNUCKM UMEHDT pasHble MMEHa

® WM OHWN Haxo4AaTCA B pa3HbIX Nankax.

5 TlpocmoTpute pesyabtat nposepku 3T

ViPNet PKI Client

© BoiGpaHHble dans (@ nosasurs © Boimn focTynHbie onepauuu

O noanwcats cepruduxaTom
text tet 5ig sig sig .
Jawn BaTk GNA NROAYNATENSH
Wamenew 15.07.2025 L = "

25.3 KGaiT

k;_:' [0 Npoeepwte no Tpefosarmam K3N @

PeaynsTat nposepss 3N

Weaxoe Heau MeaHoBwy | Dedcrentensua CAJES-T
Crenanos CrenaH CTenaro | Aefcrantensha CAdES-T
Hukonaes Hukonah Hukon. | Redcrantensua CAdES-T
@ Meanos Msan MBaHoBMY [E] npocmorpers cepruguxar
Nata w BpeMA NOANKCAHNA: 15.07.202517:14
Doprmar 3MN: CAdES-T
Crarye 3N ® [efcTBHTeNHA
Craryc cepTHUkaTa NognMcaxTa ® [fedcTeuTencH
> @ LWITaMn BpeMent HA NOANKCE g IPOCMOTPETS CEpTHdUKET

PucyHok 18. Peaynemam nposepku 31
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Ecnm danin noagnmncaH HeCKOAbKMMU MNONb30OBaTENSMM, AN NPOCMOTPA NOAPOHHON
nHdopmaumm o6 3l Bragenbla HAKMUTE €r0 UMS B CIIMCKE.

Y1obbl NpocMOTpeThb cepTudurKaT BAagebLa NOAMNCK, CPaBa OT €ro UMEHU HaxXmute El
MpocmoTpertb cepTUPMKar.

Ecan 21 COL4EPXUT WTamMn TOYHOIo BpeMeHU, Bbl MOXETE!

. NPOCMOTPETb CBOWCTBA WITammna — C/eBa OT LiTaMna HaXXMuTe };

e npocmoTpeTb cepTudumkat TSP-cayx6bl — cnpasa OT WTamma HaXXMUTe El MpocmoTpeTb
cepTndmKar.

Y1o6bl NpocMOoTpeThb dalin, n3BNEUYEHHbIN NOCae NPOBEPKN NpuKpenaéHHon 3M, Haxmute —J
CoxpaHuWTb UCXOAHDBIN daiin 1 yKaxute nanky Ans coxpaHeHus darina.
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PaclumppoBaHne Ganna

.f BHumaHue! Vicnonb3oBaHue cepTMdmKaToB 1 Katouein 3, co3gaHHbIX C MOMOLLbIO
BCTPOEHHOro KpUNTONpOoBalifepa TOKeHa, He NoAAepPXVBaeTCs.

1 B rnaBHom okHe File Unit BbINOAHWUTE OAHO U3 AENCTBUI:
o MepetawmTe Gann *.enc B rn1aBHOE OKHO NPOrpammbl.
o HaxwmuTe Bbibpath ¢aiinbl. Boibepute daiin * .enc 1 HaxxMmTe OTKPbITh.
®alin nosaBuTCca B pasgene BoibpaHHble daitnbl.

2 Ecwm q>a|7|n 3aLLIVIq)pOBaH C NOMOLWbK HECKOJIbKMNX BaLLUNX JIMYHbIX CepTI/Iq)I/IKaTOB, cripaBa HaXXMuTte

1 BbibepuTe cepTUdUKAT AN pacliMPpoBaHUs.

3 Y706bl M3MEHUTb NapaMeTpbl pacwmdpoBaHMs, B MEHIO CNpaBa yYCTaHOBUTEe GAaXKW OKONO
napameTpoB.

4 Haxwmwute Pacwmndposatb.

MpumeuaHue. Ecin B 1OKasIbHOM XpaHUAULLE KOMMbrOTEPa HeT cepTudukaTta Ana

paclmMdpoBaHNA 1 HACTPOEHO Nogk/toueHne k obaavHomy cepsucy 301, Bam byaeT

npeAnoxeHo paclwmndposatb Gpalin ¢ UCNONb30BaHNEM CePTUHUKATOB, XPaHUMBbIX B 061a4HOM
cepsuce Il

Mpu paclumndposaHum dalina c NoMoLLblo cepTudmrkaTta 13 obaadHoro cepsmca 3l MoxeT
noTpeboBaTbCA NOATBEPXKAEHNE OnepaLn — BBEAUTE KOJ NMOATBEPXAEHWS.

ViPNet PKI Client = & o€

7

© BbibpaHHble hainbl @ nosasun: & Eoitrw LocTynHble onepauuu
Pacwudposate Mognucare n/unm sawndposato

PacwudposaTs HCNONbIYA CepTUdUKaT

J ; teH ¢ 2 25 no 25.04.2026
/% Wamenen 31.07.2025 Lekcraurenss ¢ 25.04. 2025 no 25.04.2026

:": 812 6adT Bbigan n3gatenem: CRYPTO-CA

[0 Pacnaxoeato paitn nocne pacwndposanna
[0 Yaanuts sawndporaxxbiit Gaiin nocne onepaummn
CoxpanaTs Gainsi 8 nanky

/home/tester/Documents/Decrypted -

[ OTxpoiTb Nanky HasHaueHus

PucyHok 19. PacwugposaHue ¢atina
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5 B 3aBMCMMOCTM OT MecTa XpaHeHUWs KOHTelHepa KAtYen:

o XpaHunuuwe ViPNet PKI Client — BBeguTe naponb xpaHmauwa ViPNet PKI Client n HaxmunTe
MpopomkunTs;

o TokeH — BBeanTe PIN-koa oT TOKeHa.

g BHumaHue! MNocne gecatn HeygauHbIx NonbiTok BBoAa napos File Unit, Web Unit n HacTpoiku
ViPNet PKI Client 6n10okupytotcs Ha 15 MUHYT.

ViPNet PKI Client Linux. PykoBogcTBO nonb3osatens | 67



[ToakntoueHme K camnTam,
ncrnonesyrowwmm TLS TOCT

MopsjoK HAaCTPOWKM 69
MoakntoueHmne K canty 70
MpocmoTp nHdopmaumm o TLS-coeanHeHmnax 71
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[lopAa0oK HAaCTPOMKM

1 YTobbl NoAKAKOUATBCA K CaliTaM C ayTeHTUGUKaLMeln noab3osaTtens, yoeamtecs, YTO Ball IMYHBbIN
ceptudumKaTt, KOTOpPbIN Bbl ByeTe NCMO/Ib30BaTb A5 MOAKIHOUEHWS, COOTBETCTBYET TPebOBaHMAM:

o cepTndmrKaT fehCTBUTENEH;
o 2l ceptudwukara BepHa;

o ceptudukar B none PaclumpeHHoe ncnosnb3oBaHue KJKOUa COAepPXUT Ha3HauveHne MNMposepka
NOA/IMHHOCTM KJINEHTa;

o cepTudmkaT B none Micnonb3oBaHue Katoua COAepXUT HazHaveHve Lindposas nognuck n
(nnn) CornacoBaHue KaOUen.

BbinonHeHne TpeboBaHUIM Bbl MOXETe MPOCMOTPETh B CBEAEHMAX O cepTUduKaTax.
2 3anyctute TLS Unit.
3 TMMogknrounTech K camnTy.

4 Bbl MOXeTe MPOCMOTPETb MHGOPMaLMIO O TekyLmx TLS-coeanHeHmsx.

MpumeyaHue. s coBMecTHOW paboTbl ¢ TLS Unit B HacTpolikax Bpay3epa ykaxute agpec
127.0.0.1 v nopt 9998 npokcu-cepaepa. [MoapobHee o0 NogkNtOUeHWM K caTam no TLS FTOCT
cM. «PyKOBOACTBO agMUHUCTPaTOPa».
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[loaknroueHne K canty

Y1066l nogkatoumnTbes k canty no TLS FTOCT, B 6pay3epe BBeanTe agpec canTa:

e Ecin ansa nogknroueHus He TpebyeTcs ayTeHTMdMKALWSA NONb30BaTeNs, COeANHEHNE ByaeT

YCTaHOBJIEHO.

e Ecin gnsa nogknroueHus Tpebyetcs ayTeHTMdUKaLMs Noab3oBaTens, Bbibepute ceptudumkar 1 B
3aBUCMMOCTM OT MeCTa ero xpaHeHus BeeanTe napoab xpaHmaunwa ViPNet PKI Client uam PIN-kog ot

TokeHa. CoeanHeHve ByaeT YCTaHOBEHO.

Mpv NepBOM NOAKIOYEHUN K CalTy BbIBpaHHbIN cepTndUKaT COXPaHAETCA B KL, 1 NMPW NOCAeAYHOLLMX
NOAKNOUEHUAX K 3TOMY CaWTy B TeKyLLein ceccmmn BbibupaTtb cepTudukat He Tpebyetcs. Ceptudukat

yAansaerca us Kewa:
e aBTOMaTU4ecku npu 3aBepieHun pabotsl TLS Unit;

e BPYUYHYIO, €CM HEOOXOANMO BbIOpaTh ApYyroin cepTudukat agna nogknroveHus. Ana storo B obnactu

YBEOMJIEHNI LWEeNKHUTE NPaBO KHOMKOW MblLW 3Ha4YoK TLS Unit 1 B KOHTEKCTHOM MeHHO Bblibepute

OuncTnTb Kelu.
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[TooCcMOTP MHGOPMALIMMK O
TLS-coeanHeHmax

1 B obnactv yBeAOMAEHWUIA LLENKHWUTE NMPaBO KHOMKOM MbIlK 3Ha4oK TLS Unit n B KOHTEKCTHOM
MeHto BbibepuTe MocneaHne coegnHeHns.

2 YTob6bl NPOCMOTPETL NOAPOBHYHO MHGOPMaLMIO 06 OAHOM W3 COEANHEHWI, CIeBa OT Hero HaxmuTe
3HauoK ¥ NpocMoTpUTe:

o Bepcuo npotokoa TLS;

o anroputMbl cornacoBaHuA KArouen, mmq)posava N KOHTPOANA LLENOCTHOCTUN AaHHbIX.

ViPNet PKI Client Tls Unit - O x

TLS-coeAHHeHNA 3a nocnegHue 10 MUHYT OEHOBUTL CNUCOK
~ 19:21 Cepsep: pos.gosuslugi.ru

MpoTokon coefMHerna: TLS 1.2
CornacoeaHne kKnioven: FOCT P 34.10-2012
WnppoBaHKue U KOHTpONb uenocTHocTr: MOCT P 34.12-2015 Ky3Heumk

PucyHok 20. Mpocmomp uHgopmayuu o TLS-coeduHeHusx
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BO3MOXHbIE HEMOAAAKM

Ob6palleHne B TEXHUYECKYHO MNOAAEPXKKY 73

HeBO3MOXXHO MPOCMOTPETb CO3AaHHbIN KOHTENHEP KAFOYEN Ha TOKEHE 74
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ObpalleHme B TEXHUYECKYHD
NOAAEPXKKY

1 TMepengute B HacTpoikn ViPNet PKI Client.

2 Bbibepute E CoobwuTb 0 Npobneme.

COXpaHUTb apXuE

CooBLyuTe 0 BOIABNEHHbIX NpoBnemax no agpecy hotline@infotecs .
K coOBLEHMID NPUKPENWTE 8PXME C LaHHDIMMK, HeoBXOOMMbIMK ANA aHanKW3a npobnembl.

PucyHok 21. CoxpaHeHue apxusa ¢ 0aHHbIMU 0159 omnpasku 8 MHgpoTeKC
3 Haxmute CoxpaHuTb apxmB 1 BbIbepUTE NanKy A8 COXPaHEHUS.
4 BbINOAHWTE OAHO V3 AENCTBUN:

o Ecnmy Bac yctaHOB/IEH MOYTOBbIN KJAMEHT, HaXXMUTE hotline@infotecs. ru. OTKpoeTcs
MOYTOBbIV KJIMEHT C FOTOBLIM NUCbMOM. OnuLLMTe HeNoAaAKy, MPUKPENUTE apxuB 1 OTNpaBbTe
nucemo B MIHPoTeKC.

o Ecamy Bac He yCcTaHOB/IEH MOYTOBBIV KJIMEHT, CO3AaiiTe MUCbMO BPYUHYHO: yKaXuTe agpec
nosiyyatens hotline@infotecs. ru, ONMLWWTE HENONAAKY 1 NpuKpenuTe apxuns. OTnpasbTe
nucemo B MHdoTeKC.

Mpumeuanue. ViPNet PKI Client He cobupaeT Bawly KOHOUAEHLMANbHYO MHPOPMaLMIO.
MNHPoTeKC oTBETCTBEHHO MOAXOAWT K 3aluTe Ballel MHoOpMaL MM N MPUHMMAET BCe MepbI ANs

npeAoTBPaLLeHNA HeECaHKLMOHMPOBAHHOIO AOCTyNa UAK pasriaalleHms nHGopMaLunm, KoTopyro
Bbl HaM MpejocTaBAseTe.
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HEeBO3MOXHO NMPOCMOTPETh
CO3/laHHbIV KOHTEMHEP K/IKOYeM Ha

TOKEHE

Ha TokeHax 6e3 annapatHon noagepxku anroputMos FTOCT Henb3s MPOCMOTPETb CO3AaHHbIA KOHTEMHEP

KJrOUen ¢ MOMOLLbHO COBCTBEHHbIX YTUANT.

Bbl MOXKeTe NPOCMOTPETb CO3AaHHbI KOHTEMHEP C MOMOLLbIO YTUAUTBI ossl manager M3 coctaBa OSSL:

/opt/itcs/bin/ossl manager pkey --list --pll-lib=<6mubmmorexa>.so --pll-init-flags=2

--pll-pin=<naposnb>, r4e:
e <oubmorexa> — bubanoTeka ctaHgapta PKCS#11 ana ncnonbayemoro TokeHa:
o libsofttoken ngost rutoken — PyTOKeH;
o libsofttoken ngost jacarta — JaCarta;
o libsofttoken ngost esmart — ESMART Token;

e <napoxb> — MapOb KOHTEHEpPa KAoUen.

Bbl monyunTe CNMCoK KatoYei B KOHTENHepe.
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[loaaepxmBaemble TOKeHb!

Cnmcok NoAAePXNBaEMbIX TOKEHOB

Huxxe nprBeseHbl TOKEHbI, KOTOpble MOXHO ncnosb3osath B ViPNet PKI Client. Jns kaxaoro TokeHa

yKa3aHbl yc10BUA paboTbl C HUM.

Tabauya 3. NNoddepxusaemele MoKeHs!

MonHble Ha3BaHNSA TOKEHOB Moaudukauums

PyTokeH Lite 64KB, 1010

PytokeH 3LiM 2.0 2000, 2100, 2100 micro,
2100 Type-C, 2100

cmapT-kapta, 3000, 4500 Flash

Pytoken 3LIM 3.0 3100, 3100 NFC, 3220,

3220 micro
JaCarta LT, PKI, PKI/BIO
JaCarta-2 SE, FOCT, PRO/TOCT,
PKI/FOCT, PKI/BIO/TOCT
ESMART Token [OCT, 192K

«MS_KEY K» - «<AHIAPA»
(AHTAPA+)

NcnonHenne 8.1.1 ¢
Hen3BaeKaeMblM KAHOYOM

Heobxoanmble ycnoeus ans paboTbl
C TOKEHOM

Ha komnbtoTepe f0KHa BbITb
ycTaHoBAeHa bnbnnoteka PKCS#11.

Ecnv Bbl ncnonb3ayete Astra Linux,
03HaKOMbTEChb C MHCTPYKLIMEN 1
BbIMNOJIHUTE HEOBXOAMMbIE HACTPOWKM

Ha komnbtoTepe foXKeH bbiTb
yctaHoBAeH MK «EauHbii KnneHt
JaCarta» komnaHum «Anagaund P.J.»
(pexomeHayeMas MMHUMabHas
Bepcma — 3.0)

Ha komnbroTepe A0MXKHBI 6bITh
ycTaHoBAeHbl 61banotekn ESMART
PKI Client g5 Linux (pekomeHayemas
Bepcua — 4.17)
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https://www.rutoken.ru/support/download/pkcs/
https://wiki.astralinux.ru/pages/viewpage.action?pageId=32834416
https://www.aladdin-rd.ru/support/downloads/jacarta/?ysclid=lmggs4tmzt730430468
https://www.aladdin-rd.ru/support/downloads/jacarta/?ysclid=lmggs4tmzt730430468
https://token.esmart.ru/downloads
https://token.esmart.ru/downloads

AnnapatHaa noaaepxka anroputmos [OCT

TOKEHaMW

Tabauya 4. lNoddep xusaemslie pocculickue Kpunmozpagpuyeckue anzopummel

HasBaHue TokeHa
PytokeH Lite

PyTtoken LM 2.0

Pytoken 3L 3.0

JaCarta

JaCarta-2

ESMART Token

«MS_KEY K» - <cAHFAPA»
(AHTFAPA+)

Moaundukauun

64Kb, 1010

2000, 2100, 2100 micro, 2100
Type-C, 2100 cmapT-KkapTa, 3000,
4500 Flash

3100, 3100 NFC, 3220, 3220
micro

LT, PKI, PKI/BIO
SE

FOCT, PRO/TOCT, PKI/TOCT,
PKI/BIO/TOCT

roct

192K

McnonHenme 8.1.1 ¢
Hen3BAeKaeMbIM KJHOUOM

AnnapaTtHaa nogaep>kka
anroputmos NOCT

oTCyTCTBYET

FOCT P 34.10-2001,
FOCT P 34.10-2012

FOCT P 34.10-2001,

FOCT P 34.10-2012 (TOCT
34.10-2018),

FOCT P 34.12-2015 (TOCT
34.12-2018) «Marma» n «Ky3Heunk»

oTcyTcTBYET
rOCT P 34.10-2012

FOCT P 34.10-2001,
FOCT P 34.10-2012

FOCT P 34.10-2001,
FOCT P 34.10-2012

OTCyTCTBYET

oTCyTCTBYET

g BHumaHwme! Ecam Bbl cMeHuAn nan xotute cMeHuTb PIN-KOZ OT TOKeHa, Ha KOTOPOM OTCYTCTBYeT

annapatHas nogaepxka anroputmos [OCT, cM. «PykoBOACTBO agMUHUCTPaTOPa».
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TepMUHbI 1 COKpaLLLEHNA

Infotecs Software Token

MporpaMMHOe YCTPOMCTBO A5 XpaHeHUs katoven ¢ nHtepdencom PKCS#11.

OCSP-cepBep

CepBep B cOCTaBe JOBEPEHHOMO CybbekTa MHOPACTPYKTYPbl OTKPbITHIX KAHOUEW, NpejoCTaBAsoLWero
MHbOPMaLMIO O cTaTycax cepTMdMKaTOB MO 3anpocam B PEXMME OHIaNH.

TLS (Transport Layer Security)

KpunTorpaduuecknii NpoTokon TPaHCNOPTHOIO YPOBHSA ANA 3alMULLEHHONM Nepesayn JaHHbIX MeXAY
y371aMu B MHTepHeTe. Vicnosib3yeT acMMMeTpUUHbIE KIOUM, CUMMETPUYHOE LNdPOBaHUE AaHHbIX U KOAbI
ayTEeHTUYHOCTM COOBLLEHWIA.

TSP-cepBep
Cepsep, pabotatowunii no npotokony TSP (Time Stamp Protocol), obnagatoLumii TOUHBIM U HAZEXKHBIM
NCTOYHUKOM BPEMEHM, U NPeLOCTaBAAIOLWMIA LUTAaMMbl BPEMEHW MO 3anpocam.

ViPNet PKI Service

MporpaMMHO-annapaTHbIN KOMMAEKC A5 BbINMOAHEHWS KpUNTorpadrueckux onepauuii no 3anpocam
nosib3oBaTeNel, a TakKe /s CO34aHNA U 3aLMULLEHHOTO XPaHEH WS KtoYel Nosib3oBaTtesen. fABaseTcs
CpeacTBOM Kpuntorpadurueckon 3awmutel UHGopmaLmm knacca KB v cpescTBOM 31eKTPOHHOM NoANUCH
knacca KB2.
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XMLDSig

dopmart 3NeKTPOHHON NMOAMUCU ANS NOATNMCAHNA JOKYMEHTA LIEJIMKOM MW YacTh AOKYMeHTa. [pu 3ToM
NOAMMCaHTbI Pa3HbIX YacTel OAHOTO JOKYMEHTa MOTYT pPasanyaThCs.

AyTeHTUdMKayma

MpoLiecc ofHOCTOPOHHEWR UK ABYCTOPOHHEW (B3aUMHOW) NPOBEPKMN MOAANHHOCTA MEXAY KJANEHTOM
(nonb3oBaTenemM) N cMCTeMoi (cepBepoM), HanpUMep, C UCMOb30BaHNEM YUYETHbLIX JaHHbIX UK
CepTUPMKaTOB KAtOUe NPOBEPKMN 31EKTPOHHON MNOAMMUCH.

[encrBntenbHOCTb cepTudmKaTa

CemechKaT, ANA KOTOPOro BbIMNOJIHAKOTCA YC/10BUA:
e CpoOK AenctBus cepTudurkaTta HacTynuA U He UCTEK;
e cepTnduKaT He aHHY/IMPOBaH;

e Lenoyka cepTMdUKaToB MOJIHA, U BCe cepTUdMKaTbl LIEMOUKN AeACTBUTENbHBI.

3anpoc Ha ceptudukaT

[lokymeHT ¢ nHbopMaLmen, koTopas TpebyeTtcs Ans n3gaHus ceptudurkaTta Kakoua NpoBepKu
3NEKTPOHHOM NOANUCHK B YA0CTOBEPAIOLLEM LieHTpe (BNasenew, CPOK AeACTBUSA, Ha3HaYeHne
ceptndukata n npouee).

Kntou npoBepku 3neKTpOHHOW noanunck (karod nposepku 1)

HecekpeTHbIl (OTKPbITLIN) KAKOY U3 Mapbl aCUMMETPUYHBIX KAtOYer, KOTOPbIV NpeacTaBaseT cobomn
YHUKa/NbHYH MOCNe0BaTeNbHOCTb CMMBOJIOB, OLHO3HAUHO CBA3aHHYH C CEKPETHLIM KAHOUOM (KIHOUYOM
3NEKTPOHHOM MOAMUCK UAN 3aKPbITbIM KIHOUOM) U NMPeAHa3HauYeHHYH A1 NMPOBEPKU MOAINHHOCTH
3NEeKTPOHHON NOoAMNCK.

Knrou anekTpoHHOU noanucu (karoy )

CekpeTHbIV (3aKpPbITbIN) KAKOY U3 Napbl aCMMMETPUYHBIX KNHOYel, KOTOPbIA NpescTaBaseT cobon

YHUKaAbHYHO MOoCnefoBaTeibHOCTb CUMBOJIOB, NpeaHasHavyeHHY AnAa co3jaHnA 3}16KTpOHHOI7I noanucu.

KoHTenHep karoyen

®aiin nan ycTporucTBO, B KOTOPOM XPaHATCSA KAKOY 3NEKTPOHHOW MOAMUCA U COOTBETCTBYHOLL NI eMY
cepTMdmKaT KNtoUa NPOBEPKM 31EKTPOHHOW NOANNCH.

KopHeBou ceptudukat ViPNet PKI Client Root

Ceptudwukart, ucnonbsyemsiii TLS Unit npu n3gaHum cny>kebHbix cepTUdGUKATOB AN MOAKAOUEHNS K
cavtam.
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OTkpenneHHasa No4nucb

Tvin 3n1eKTPOHHON NOAMNMNCK, MPY UCMOJIb30BaHUM KOTOPOW 3NEKTPOHHAs NOANWCH daina nomeLlaeTcs B
OTAENbHbIN KOHTeNHep. [ns NPOBEPKN TakOW 3/1eKTPOHHON NOANUCK TPebyeTcs KOHTENHep C
3/1eKTPOHHOWN MOAMUCLIO U UCXOAHBIA dalii.

[MpukpenseHHasa noanNnch

Tun 3ﬂeKTpOHHOI‘/’I noanncuy, npum Ncnoab3oBaHUN KOTOpOI‘/’I I/ICXO,CI,HbIl‘;I cba|7u1 N 3NIEKTPOHHAaA noanncb
nomMewaroTca B O4unH KOHTel‘/‘IHep. ﬂ'}'lﬂ npoBepkn 3ﬂeKTpOHHOI7I noanncum Tpe6yeTcn TONIbKO 3TOT
KOHTelHep.

CepTtnoukar nsgatens

CepTudukat K1toUa NpoBeEPKM SNEKTPOHHOM NOANUCK, NMPUHAANEXALLMIA YAOCTOBEPAIOLLEMY LEHTPY U
CNy>Xalumi Ans NoANUCK cepTUPUKATOB, M3AaBaeMblX YAOCTOBEPAIOLLNM LLEHTPOM.

Ceptndukat Karo4a NPOBEPKM NEKTPOHHOW NOAMUCK

,ﬂ,OKyMeHT, I/I3,£I,aHHbII\/’I YAOCTOBEPALWNM LEHTPOM U HOATBep)KAarOLU,MVI NPUHaANEXHOCTb KAKo4a
NPOBEPKM INEKTPOHHON NOAMNUCK BAaZeNbLy cepTudmKaTa Katoua NPOBEPKN 31EKTPOHHON NoANUCH.
Cnuncok aHHynnpoBaHHbIX ceptugumkartos (CRL)

Cnncok CepTVIq)VIKaTOB, KOTOpPblE A0 UCTeYEHMA CPOKa nX ,Cl,eVICTBI/IFI Obln aHHYJINPOBaAHbI NN
NPUOCTaHOBJIEHbI aAMUHUCTPATOPOM YAOCTOBEPAOLLETrO LeHTpa U NOTOMY HeAel‘/‘ICTBl/ITeIIbeI Ha
MOMEHT, yKa3aHHbII\/’| B JdHHOM CrncKe aHHYJIMPOBAHHbIX CepTVIq)I/IKaTOB.

Touka pacnpocTpaHeHma CMUCKOB aHHYIMPOBaHHbIX cepTudurkaTos (CDP)

XpaHI/IJ'II/ILLI,e, B KOTOpOe yAOCTOBEpﬂIOLLI,I/IVI LEeHTp I'Iy6J'IVIKyeT aKTyaJibHbl€ CMUNCKN aHHYNINPOBAHHbIX
CepTMCI)I/IKaTOB. URL Takmx Touek YKa3sbIBarOTCA B COOTBETCTBYHOLLEM paCllpeHnn CepTI/ICbI/IKaTOB,
M3faBaeMbiX yaOCTOBEPAHOLWNM LEHTPOM.

Yaoctosepsatowmi LeHTp (YL)

OpFaHI/I3aLI,I/IF|, YyNoJIHOMOY€EHHaA n3gaBsatb CepTI/Iq)I/IKaTbI KAK4Ya NpoBEPKU 3ﬂeKTpOHHOIZ noanuncu ana
q)VI3I/Il-IeCKI/IX N ropnanyecknx aul, a Takxe ynpasiiatb XXN3HEHHBbIM LUKAOM 3TUX CepTI/Iq)I/IKaTOB.
®ann *.enc

®aiin, coaep>kawnin nHGopMaLmio, 3alIMPPOBaHHYHO C UCMOb30BaHNEM K/HOUa MPOBEPKM INEKTPOHHOM
noanncn nony4varenAa (VIJ1I/I HeCKOJIbKUX nonyaneneﬁ).

®ann *.pfx

®aiin ans nepeHoca katoUven 1 cepTdUKaToB MeXAY YCTPONCTBAMY U NMPUNOXKEHNAMM. ABNseTcs
pacwmpeHvem ctaHgapTta PKCS#12.
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®ann *.sig

®aiin, coaep>Kallmii SNEKTPOHHYHO MOAMUCH, CAY>KEOHYO MHGOPMaLUto, cepTUdMKaT Karoya NPOBEPKM
3NEKTPOHHOM MOAMNUCK, C MOMOLLbE KOTOPOFO Hbla cGOpMMPOBaHa JaHHas 3/1eKTPOHHas NMOAMWCh, a
TakXXe UCXOAHbIN daiin (B Cayyae UCNOIb30BaHMA NPUKPENNEHHOW NOAMUCK).

LWLabnoH ceptndmkara

CTpykTypa, KoTopas onpegensieT Habop noaen Ans MHGOPMaLMK O Bragenble ceptudrkata v nossonser
yNpoCTUTb CO3AaHue 3anpocoB Ha cepTUdumKarsbl.

LUtamn BpemeHu

PeKBM3UT 3/1eKTPOHHOTO AOKYMEHTa, MOATBEPXKAAOLLMIA TOUHOE BPEMS CO3AaHMA AOKYMEHTA. Takxke
MOXET NMOATBEPXAaTb BPEMS MOJYYEHUS AN OTNPaBKM AOKYMEHTA.

DnekTpoHHasa nognuce (3M)

Co3gaHHas kpuntorpadpuueckon onepawmen JonoaHUTeNbHas MHGOPMaLUS, C MOMOLLbHO KOTOPOM
MO>HO MOATBEPAUTb aBTOPCTBO U HEU3MEHHOCTb OCHOBHOMN MHpOPMaLUK.

DIeKTPOHHas pyneTka

BCTpOEHHbIN KOMMOHEHT NporpamMmmHoro obecrneveHus ViPNet, No3BOASOLWMIA MHULWMAAU3NMPOBATb
[aTUMK CyYaHbIX YMCeN No JeNCTBUAM Mosib3oBaTens. MNoayyeHHas nocies0BaTebHOCTb UCMOJIb3yeTcs
npv GOPMUPOBaHUMN KPUNTOrPaPUUECKUX KITHOUEN.
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